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Executive Summary

Thisdeliverable discusses the final set of security use cases that serve to demonstrate the potential of
new and enhanced 5G security and trust/liability enablers developed in INSBIfES projectThe

set includes 23 use cases related to both generic 5&oRfes and specific verticals (investigated by
other projects within 5&PP).

Whereas security use cases describe scenarios how specific security problems can be addressed using
assets based on enabling technologies considered in the project, test calbdsewdevoted to
integration and validation of selected use cases in real environment. Thus, use cases are focused rather
on showing what enablers are needed and how they can cooperate to tackle identified security gaps
or enhance the security and liabjliof 5G and beyond systems and services.

Use cases describe how current trends and enabling technologies like Automation arutdro
Service Managemenfrusted Execution Environmentartificial Intelligence and Machine Learnjng
Distributed Ledger Tahnologies advanced cybersecurity techniques (security monitoring
optimization, Cyber Threat Intelligence and data sharing, Security and Service Level Agreements),
Dynamic Liability and Root Cause Analgsis be used and often combined together to addres
particular security problems.

For each use case the description includes:
T the presentation of the context and the relevant security problem addressed by the use case;
T the Identification of actorsthe roles of the user, system or equipment;

1 the sequencef events covering preparation, execution and closing of the use case with the
diagram of the basic flow;

achieved goals;

the summary indicating how the use case fits into the architecture proposed in the INSPIRE
5Gplus.

Described use cases were prepavdth emphasis on presenting the cooperation of enablers delivered

by different Project partners within proposed Higbvel Architecture of the INSPIB&plus security
management framework and were selected to cover the vast majority of targeted secnahtess.
Enablers are presented in particular usage scenarios but often they may find the use in other
application areas or domains of mobile systems. Details of enablers and security management
framework are documented in other INSPIREplus deliverableand publications.

In addition, use cases were analysed with respect to identified previously 5G security needs, emerging
security enabling technologies considered in the project and the relation to 5G assets being the subject
of security problems.

Asthe analysis shows presented uses cases cover most of the technology domains addressing the
security gaps identified previously by INSP3RBIus.

Use cases included in the deliveraloider to various 5G usage scenarios and security problems
occurring wihin entire system starting from mobile devices through network components and
underlying technologies (like Network Slicing or virtualization) ending int@emd services and
security assets needing protection. Since INFAREIlus security enablers andealhanisms can be
applied to various domains, use case are often relevant to even more than one 5G asset group.

Finally, the references of use cases to demonstrations validating selected security assets in the real
environment are pointed outConsidered dmo scenarios are based on presented use cases and show
possible integrations of enablers into comprehensive solutions

Copyright © 2019 2022 INSPIREGplus Consortium Parties Page3 of 125



D2.3: Final Report on Advanced 5G Security Use Cases @

Table of Contents

EXECULIVE SUMIMAIY.....ci it e e e e e e e e e e e e e eeeas 3
TaDIE OF CONIENTS. ... 4
LISE Of FIQUIES. ... e e e e e e e e e e e e e e e e e e e e e 6
LISt Of TADIES. ... e e e e e e e e e e e e e e e e e e e e e e e eeas 8
LY o] o1 £V F= 1[0 £ £ PRI 9
1 [ o (U1t i o] o D TP PP PP RTPPPR PPN 12
T Yo 0 o = PSP 12
O - o [ A= 10 Lo [ =T o Lol = TSP 12
I TN |V =1 0 To o (o] (0 |2 PR 12
R Y 1 o1 {1 PP PP P PPPPPPPRT 12
1.5 Reference ArchitectureINPIREBGPIUS HLA. ..., 13
2 INSPIRBGPIUS USE CASES.....ciiiiiiiiiiii i e eeiieeiei e e e eeetties s e e e e e e e eattme e e e e e e ettt s s e eaaeeeannes 15
2.1 UC A Detection and Mitigation of GNSS (e.g., GPS) Spoofing Attack...................... 15
2.2 UC B Federated Leaing based Anomaly Detector for 5G netwarks.......................... 18
2.3 UC G Root Cause Analysis based on similarity learning...........ccccocccvvveeeeeeiniiiinnnnenn. 23
2.4 UC D Utilization of data provided by network analytiCs.............cccoovveeiiiiiiiiiinieennnns 27
2.5 UC E Remotely controlled manoeuvring manipulation.............cccccooevvveeeeeeiiiiineneens 31
2.6 UC F HD map update POISONING......uueeeeeiiiiirereeeeeaaaiirrreeeesssasiineeeeessassnnseeeeeessannnnees 35
2.7 UC G Definition and assessment of Security and Serveseel Agreements................... 39

2.8 UC H Network attacks over encrypted traffic in SBA and security evasion preventia3

2.9 UC I Evidence of delivering technical KPIs or achieving security objectives............. 48
2.10 UC Jlsolation of critical components over virtualized infrastructure.................c........ 53
2.11 UC K Placement of MEC Applications with Security Constraint...............ccccccevvrnnnee. 56
2.12 UC L- Secured and Sliced ACCA (Anticipated Cooperative Collision Avoidance).....61
2.13 UC M-Trsted and Collaborative Crebsrder ACCA (Anticipated Cooperative Collision
F N o] [o F= T o ot O SPUPPPP 65
2.14 UC N Endto-End Slice Protectiobased on Moving Target Defense and Anomaly Detection
............................................................................................................................... 69
2.15 UC O Secure and privacy enabled localiB@astructure.............ccccceeeeveeeeeenennn . 73
2.16 UC R Intelligent and Secure Management of Shared Resources to Prevent (D)DoS7
2.17 UC Q GPDR aware counterparts for crdgsrder movement............ccceeveeeeeeeeeeeeeeeneenn. 81
2.18 UC R VNF security propertieS managemenil.............uuuueeiieiimiiieiiierieeeeeeeeeaaaaaaaaaeeeaens 86
2.19 UC S Trusted Smart INfrasStrUCTUIE..........cooiiiiiieee et e e e 90
2.20 UC T Attack on antMalware Software Defined Function.................cc.oooeeeiieiiiiiiinneee 96
2.21 UC U Security posture assessment athdeat visualization of 5G networks............... 102
2.22 UC V- Liability integrated RCA for 5G cloudified service environment..................... 106

Copyright © 2019 2022 INSPIREGplus Consortium Parties Paged of 125



D2.3: Final Report on Advanced 5G Security Use Cases @

2.23 UC W- E2E Encryption TEE secured SECaasS...........ccccceeeeeeeei s 111
3 ANAIYSIS OF USE CaASES.....cceiiiiiiiii i e e e e 116
3.1 Mapping use cases to security challenges/trends.........ccccuveveeeeeeeeeiiiiiiiiiieeeeeeeeeee, 116
3.2 Mapping to 5G generic arChiteCtUre...........cccociiiie e e 118
3.3 Mapping use cases to security enablements..............ccooooiiiiiii e 119
3.4 Reference to demonStration SCENAIIOS. .......ccouuuriiiiiiiiieiaiiiie s e rre e 120
4 CONCIUSIONS. ...ttt er et e e et e e e e e e e 123
RETEIBNCES. ...t e ettt e e et e e e e e e r e e e e e e e 124
Appendix A Refelences to enabler description.............vceeiiiieiiiieen e, 125

Copyright © 2019 2022 INSPIREGplus Consortium Parties Pageb of 125



D2.3: Final Report on Advanced 5G Security Use Cases @

List of Figures

Figure 1: INSPIFEESPIUS Framework HLA ... .o 14
Figure 2: UC A SCENATO [B].....eeieiieeiiiiieiii ettt e e e e e e e s e e e e e e e e 15
Figure 3: BasiC flOW Of UCL.A. ... .. et a e e e 17
Figure 4: UC A mapping to INSPHRADIUS HLA. ..o 18
Figure 5: UC Brederated learningbased anomaly detectar..............evvveiiiiiiiiieeee e 19
Figure 6: Flow for trainingecurity analytic engine notifies stage 1 aggregation server............. 21
Figure 7: Flow for trainingecurity analytic engine notifies E2E orchestration engine............... 21
Figure 8: UC B mapping to INSPBRIBIUS HLA........ccoorrerree e e 22
Figure 9: Industrial Campus use Case arChitECUIE. ........uuuurieiiiiiiiieeiiieeiee e 23
Figure 10: Use CASE C IAQIAML.......uuuiiiiiiieieieieeei et et e e e e e e e e e e e e e e e e e e e e rreeereeeeeeees 25
Figure 11: UC C mapping to INSFABRIUS HLA. ... 26
Figure 12: Use CaSE D QIAQIAML.......uuuiiiiiiiiiiieiieeiee ettt e e ea e e aeeeeees 29
Figure 13: UC D mapping to INSPIBRIUS HLA. ... 30
Figure 14: Remotely controlled manoeuvring manipulation USE CASE..........cccuvvvverveevveeeeeeenen. 31
Figure 15: BaSiC fIOW Of UC.E.......ooiiiiiiiece e 33
Figure 16: UC E mapping to INSFBREBIUS HLA ... 34
Figure 17: HD map update poisoning use case (can be eithgmmeabr nonreaktime)................ 35
Figure 18: BasiC flOW Of UC.E.......ooiiiiiie e 37
Figure 19: UC F mapping to INSFARBIUS HLA ... 38
FIgure 20: UC G dIBGIAIMN........uiiiieiiiiiiiiiiee ettt e et e e e e st e e e e e s e e e e e e s snbbeneeeeeeane 41
Figure 21: UC G mapping to INSFABBIUS HLA. ... 42
FIQUIE 22: UC H OVEIVIEM. ....ceiiiiiiteiiee ettt e e e et e e e e e e e e e e e e e annnnees 43
FIgure 23: UC H IBQIAIML. ......eeiiiieiiiiieie ettt e e e st e e e e s r e e e e e e snbbnneeeeeeane 45
Figure 24: UC H mapping to INSPIRIBIUS HLA.........oooiiiiiiiieeeeeee e a7
Figure 25: The RA API that can be called by avertical..................coo oo, 49
Figure 26: Basic flow for the UG .L.......uuuueeieeeeeeee e 51
Figure 27: UC | mapping to INSPBRIPIUS HLA.......oviieeeieeeeeeeeeeeee e 52
[ 1o 0TI A O (O o [T To [ = ' PSPPI 55
Figue 29: UC | mapping to INSPIBREDIUS HLA.......oiieeeeeeeeeeeeee e 56
Figure 30: Multlayer edge hosting infrastructure model.............cccccooviiiiiiiiee e 57
100 A O L O (o =T = o OSSPSR 59
Figure 32: UC K mapping with the HLA functional companent...............cccccoeiiiiniiiiieiiienennne. 60
FIQUIE 33: UC L SCONAIIO-....ciiiiiiiiieeeeee ettt e e e e e e e e e e e e aaaaaeaaaaaaaaeess 61
Figure 34: Network Slice Design for the UC. ... 62
Figure 35: UC L attack and remediation diagram.............ccccouereiiiiiieiiiiiie e 63
Figure 36: UC L mapping with the HLA functional COMPONENLS...........ccoviuviirieeeriiiiiiiieeeeeeaes 64

Copyright © 2019 2022 INSPIREGplus Consortium Parties Page6 of 125



D2.3: Final Report on Advanced 5G Security Use Cases @

Figure 37:
Figure 38:
Figure 39:
Figure 40:
Figure 41.:
Figure 42:
Figure 43:
Figure 45:
Figure 45:
Figure 46:
Figure 47:
Figure 48:
Figure 49:
Figure 50:
Figure 51:
Figure 52:
Figure 53:
Figure 54:
Figure 55:
Figure 56:
Figure 57:
Figure 58:
Figure 59:
Figure 60:
Figure 61.:
Figure 62:
Figure 63:
Figure 64:
Figure 65:
Figure 66:
Figure 67:
Figure 68:
Figure 69:
Figure 70:
Figure 71:
Figure 72:

UC M SCENALIQ. ...t ettt ettt et e e e e e e s eeenas 66
UC M certified blockchain network slice resources selectibdeployment diagram.. 67
UC M mapping with the HLA functional components...............cccceeeeeeeieiiiininennd 68
Sequence diagram of UC N basic.flaw............ccccccviiiiiiiiiieiiieiieceeeeeeeeeeeeen A 1
UC N mapping with the HLA functional components............cccccvvvveeeeeeieereeeeeeeeeeennn. 72
GO O 1 1= o 74
(6T @R @ o 1= To | = 1 o R 75
UC O mapping with the HLA functional COMpPONENLS.........cccevvvvvevieeeeeeieeieeeeeeeeeeennn. 76
UC P SCENAIID.....ceiitiiie ittt ettt ettt et e e s e e e anre e e 77
BasiC FIOW Of UC. Pt 79
UC P mapping to INSPABRIUS HLA. ... 80
Crogsorder virtual counterpart Migation CONCEPL..........uvvvirieiiiiiiiiiiieee e eriiereeee e 81
UML Diagram migration process of DTLSProxy and VOBU..........c.ccccccvvviiieenen.n. 83
lllustrative Diagram of Use Case WOrKFIOW............cccooriiiiiiiiiiniiiiieee e 84
UC Q mapping to INSPIRIBIUS HLA...........ooiiiiiiiieieee e 85
(0O o 1= o ] £=1 4 F TR P PP PPPPPPPPSPPPPPIS 88
UC R mapping on INSFEIBRIUS HLA ... 90
Smart City ilIUSTratiVe PICTULE........eeiiiiieee et 91
Sequence diagram of the UC S DaSIC.HI0W.........ccuueiiiiiiiiiiiiieeeeeeee e 93
UC S mapping to INSFABRIUS HLA ... 95
MM3IProbe high level arChiteCtULE. ..........cccuuiiiiiiiiiiiieeeeeeeee e 97
Sequence diagram AE L.t a e 98
SECaasS general WOrKFlQWL............uuuiiiiiiiiiiiiiiiiiceeeeeeeeeee e 99
Generation of authenticated rule and their ingestion by NYbDe...........cevvvvveeveeeen. Q9
UC Tmapping 0N HLA ... e e e e e e e e e e e e e e e 101
UC U aNalySiS fIOM . ..uuiiiiiiiiieieeeeeeceeee e 103
UC U State diagram.........oooiiiii it e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaaaaeaeeeas 103
UC U Relation t0 the HLA ..o 105
UC V SCENANID. ....eeeiiteie ettt ettt e e e e e e e s 106
(6T @Yo [T | = T 4 108
Liability analysis data fLOW............oouiiiiiiiiiiie e 109
UC V Mapping t0 HLA ...t e e e 110
USE CASE W QIAGIAML....ciiiiiiiiiiiiee ettt e e s e e e e s eeeas 111
FIOW TOF UC MV, ettt e ettt e e e e s et e e e e e e 113
UC W mapping to INSPIRABIUS HLA. ......ooiiiiiiiiiiiiee e 114
Relation of use case to specific assets of 5G SYStem..........cccccvvvivireeeeeiiiiiiinennn. 118

Copyright © 2019 2022 INSPIREGplus Consortium Parties Page7 of 125


file://///rotorua.eurescom.eu/eps/DOCUMENT/UH/P_INSPIRE-5Gplus/Deliverables/D2.3_Final%20Report%20on%20Advanced%205G%20Security%20Use%20Cases/i5-D2.3_Final%20Report%20Advanced%205G%20Security%20UC_v0.91.docx%23_Toc101966549

D2.3: Final Report on Advanced 5G Security Use Cases @

List of Tables

Table 1: Security gaps addressed DY USE CASES......cccccccciiiiuiiiiiiiiiiieiieeee e e e e 118
Table 2: Use cases and enablements Mapping..........ccvuvieieiiiiiiiiiieee e 120
Table 3: Summary of INPHBEplus enablers presented in the final set of security uses case$25

Copyright © 2019 2022 INSPIREGplus Consortium Parties Page8 of 125



D2.3: Final Report on Advanced 5G Security Use Cases

Abbreviations
5GAKA 5G Authentication ad Key Agreement
SGPPP 5G Infrastructure Public Private Partnership
5G NSA 5G NorStand Alone
5G SA 5G Stand Alone
ACCA Anticipated Cooperative Collision Avoidance
ACST AdvancedCyberSecurity Techniques
AF Application Function
Al Artificial Intelligence
AMF Access and Mobility Management Function
B5G Beyond 5G
BS Base Station
C&C Command and Control
CCAM Cooperative, Connected, and Automated Mobility
CN Central Node
CCT Component Certification Tool
(D)DoS (Distributed) Denial of Service
DL Dynamic Liability
DLT Distributed Ledger Technology
DPI DeepPacketinspection
DTwC Digital Trustworthy Certificate
eMBB enhanced Mobile Broadband
ETA Estimated Time of Arrival
ENISA European Union Agency for Cybersecurity
FL Federated Learning
GDPR General Data Protection Regulation
GNSS Global Navigation Satellite System
HSPL Highlevel Security Policy Language
ICS Information and Communication Systems
IDS Intrusion Detection System
loT Internet of Things
KPI Key Performance Indicators
LASM Liability-Aware Service Manager
LOS LASM Ontology Service
LRS LASMReferecing Service
MANO Management and orchestration
MEC Multi-access Edge Computing
MIP MEC InfrastructureProvider

Copyright © 2019 2022 INSPIREGplus Consortium Parties Page9 of 125



D2.3: Final Report on Advanced 5G Security Use Cases

ML

MLP
mMTC
MNO
MOTDEC
MPS
MSP
MTD
MMT
MUD
NFV
NFVI
NOC
NSM
NST
NWDAF
OAM
OBU
oPoT
OptSFC
Pol

PNF
RA
RAN
RCA
RSU
RTSSLA
SBA
SDSEC
SDN
SDR

SF
SFSB
SLA
SMD
SMF
SOC

SLA
SLP

Machine Learning

Multi-Level Perceptron

massive Machine Type Communications
Mobile Network Operator

Moving Target Defenseo@troller

Mobile Positioning System

MEC Service Provider

Moving Target Defense
MontimageSecurity Monitoring Framework
Manufacturer Usage Description
Network Function Virtualisation

NFV Infrastructure

Network Operation Centre

Network Slice Manager

Network Slice Template

Network Data Analytics Function
Operations, Administration and Maintenance
OnBoard Unit

Ordered Proof of Transit

Optimizer for security functions

Policy Management

Physical Network Function

Remote Attestation

Radio Access Network

Root Cause Analysis

RoadSide Units

RealTimeSecurity Service Level Agreement
Service Based Architecture

Software Defined Security

Software Defined Networks

Software Defined Radio

Security Functions

Federated Slice Brokering

Service Level Agreement

Security Management Domain

Session Management Function

Securiy Operation Centre
Service Level Agreement

Slice Provider

Copyright © 2019 2022 INSPIREGplus Consortium Parties

PagelOof 125



D2.3: Final Report on Advanced 5G Security Use Cases

SSLA
STA
TEE
TC
TRM
TRAILS
TSLA
UAV
ucC
UDM
UDR
UE
URLLC
V2Xx

V2XMisDet

VNF
vOBU
VSF
ZSM

Copyright © 2019 2022 INSPIREGplus Consortium Parties

Security Service Level Agreement

Smart Traffic Analyzer

Trusted Execution Environment

Test Case

TrustManager

sTakeholder Responsibility, Accountability and Liability deScriptor
Trust Service Level Agreement

Unmanned Aerial Vehicle

Use Case

Unified Data Management

Unified Data Repository

User Equipment

Ultra-Reliable Low Latency Communication
Vehicle to Everything

Lightweight and Spaeefficient vehicle authentication enhanced with

misbehaviour detection

Virtual NetworkFunction

virtual OnBoard Unit

Virtual Security Function

Zero touch network & Service Management

Pagellof 125



D2.3: Final Report on Advanced 5G Security Use Cases @

1 Introduction

1.1 Scope

INSPIREBGpIlus objective is the advancement of security vision for 5G and Beyond through the
adoption of emergingrends and technologies, and providing assets and models to address some of
remaining and newly arising security challenges for various 5G usage scenarios.

This deliverable discusses the final set of 5G security use cases (UCs) that serve to demoastrate th
potential of targeted security assets and trust/liability mechanisms. The set includes use cases related
to both generic 5G Platforms and specific verticals (investigated by other projects witRPB{

After description of each use case in one unifieginner, the set of use cases is analysed with respect
to 5G security needs, emerging security enabling technologies and envisioned 5G security test cases.

1.2 Target audience

The target audience of this deliverable are stakeholders, industry amadlemic working groups
interested in security of 5G technologies and infrastructure especially howassets and models can
address various 5G security challengé#ile use cases discussed hereafter present how specific
security problems can be addreskseising INSPIRESplus security assets and trust and liability
mechanisms, details of employed enablers can be found in respective deliverables of Work Package 3
(WP3]1] [2] [3] and Work Package 4 (WR4))[5].

1.3 Methodology

The work on use cases has started in INSPIRELJ dza LINRP 2SO0 Qa 22NJ tF O =
the conceptualization of INSPHRED LJt dzal &vel IArkhie€ture and development of security assets
and mechanism$1iWP3 and WP4.

Security use case serve to demonstrate how specific security problems can be addressed using assets
based on enabling technologies considered in the project, whereas test cases are devoted to
integration and validation use cases in real esiment. The deliverable D2[8] provided the initial

list of illustrative use cases and their relationship with the emerging enabling technologies. This initial
set was also used to select the group of test cases described ifBDP3Mith the progress of work in

WP2, WP3 and WP4 the initial list was extended with new asescin order to present the whole
potential of envisaged security assets and trust and liability mechanisms.

Presented use cases were developed with emphasis on showing the cooperation of enablers delivered
by different Project partners withiproposed HigH_evel Architecture and were selected to cover the
vast majority of targeted enablers. In consequence the broad set of use cases form the foundation for
further validation and demonstration of selected security assets in the real environment.

Use cases refer to various 5G usage scenarios and security problems located in various domains of 5G

System. In order to facilitate the readintpey are grouped together by 5G components they are
related to.

1.4 Structure

The main part of the deliverableSection 2s devoted to description of use cases that demonstrate
how INSPIREGplus enablers can be applied to solve security problems (threats) related to 5G assets.
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Section 3 summarizes Use Cases with respect to security requirements, enablers dRENEPRIS
demonstrations under development.

Section 4 concludes this deliverable.

1.5 Reference Architecture INPIRESGplus HLA

To facilitate the understanding of the UCs description and their mapping to the HLA of the INSPIRE
5Gplus security management framvork, we briefly describe the main components of the HLA in what
follows. The interested readers may refer to D2.2 [6] and D5.1 [8] for more details on the HLA
functional blocks.

As depicted ifrigurel, the INSPIREGplus framework HLA is split into Security Management Domains
(SMDs) to support the separation of security management concerns (e.g., for the Radio Access
Network RAN, Edge or Core Netwoikach SMD iesponsible for intelligent security automation of
resources and services within its scope. The E2E SMD is a special SMD that manages security of E2E
services (e.g., network slice) that span multiple domains. The E2E SMD coordinates between domains
using achestration. The decoupling of the E2E security management domain from the other domains
Ffft2ga G2 SaO0FLIS FNRBY Y2y2f AGKAO aedaidsSvyaszr NBRIK
independent evolution of security management at both domain ammd€domain levels.

Each SMD, including the E2E SMD, comprises a set of functional modules, including:

9 Security Data Collector (SDGyhich aims to gather all the data coming from the security
enablers at the domain level, needed by the security managerherdtions (e.g., Security
Analytics Engine).

1 Security Analytics Engine (SAE) 6 KA OK RSNA @Sa Ayaidakda FyR LJ
conditions based on data collected in that specific domain or even from other domains. In the
context of INSPIREXlus, the SAE provides Anomaly Detection and Root Cause Analysis
(RCA) services.

1 Decision Engine (DE)Vhichoversees the different actions emitted by the security assets and
the SAE to select the best decisions which can be applied for securing a rtamgieigpd
service.

9 Security Orchestration (SQOhichoversees the different security enablers to enforce the
security requirements specified by the adopted security policies. The SO drives the security
management by interacting, through the integration fat) with different SDN controllers,

NFV MANO and security management services.

9 Policy and SSLA Management (PSMhich transforms the abstract Protection Level and
Security Level requirements and constraints expressed by consumers and providers into
specfic parameters that indicate, to the SO, the security services to configure, deploy and
manage.

1 Trust Management (TM)which provides various services for the trust related functions, such
as trust reputation calculation, componecertification, and Ordered Proof of Transit (0PoT).

The various security management services provided by these modules are exposed within the same
domain but also crosdomain, to the authorized consumers, through an integration fabric. Data
Services allowthe different security services to persist data that can be shared in one or more domains.

The functional modules operate in artelligent closedoop way to enableAldriven software defined
security (SEBEC)rchestration and managemeirt compliancewith the expected Security Service
Level Agreement (SSI&)and regulatory requirement8y adopting servicbased and SISEC
models, INSPIRESplus famework allows tdouild upsustainablesecurity measurethat can adapt
to dynamic changes in threats landscape and security requirements ingeegration mobile
networks.
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2 INSPIRBEGpIs UseCases

2.1 UC A Detection and Mitigation of GNSS (e.g., GPS) Spoofing Attack

2.1.1 Problem description

Network slicing and management rely on the characteristics of user equipment (UE) mobility pattern
and UE density. Such systems need the UE to report its location information to allocate the
communication resources to a certain area. Nowadays, the glabhagation satellite system (GNSS),
specifically GPS, is the primary location technology used by UE due to its global coverage and
accuracyHowever, the unencrypted civil GPS signals are inherently vulnerable to spoofing attacks.
Indeed, an attacker can edow-cost software defined radio (SDR) tools, such as USRP, to generate
fake GPS signals to fool the GPS receiver into calculating false positions. Thus, without an accurate
verification of the position claimed by a UE in attack conditions, the network meadeceived into
migrating services to a wrong place, which may prevent the UE to access the services they need timely
and effectively. As illustrated iRigure2, a GPS spoofer can mislead the target aerial UE (UAV or
Drones) to deviate from the planned path by sending the fake GPS signals to UE, which leads to
deploying the network services to the wrong place (e.g., edge server) and wasting network resources.

....... » Spoofed path

GPS  ®e  weeees of
SR -« Ay am=s N | path
satellite &5y 49 + Normalpa P,
..... v 3
WP e =
A=>>> Vg —— P 16
s ol S
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[z, | [P
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Figure2: UC A scenarif3]
2.1.2 Goals

The goal of UC A is tlatroduce machine learning (ML) methods into the edge servers for checking the
authenticity of the GPS position reported by a UE. Specifically, the proposed method levthages
theoretical pathlosses difference computed based on the GPS positions and the radio signal path
losses collected by the BS to indictte integrity and authenticity of the planned and raahe UE
trajectory. In addition, a deep learning modegmely MultiLevel Perceptron (MLP), is introduced to

the edge server in order to find the dynamic thresholds and verify the authenticity of the UE
GPSnformation. If a GPS spoofing is detected, the edge server can contact the UAV ground control
station to request to land the drone, and release network resources once spoofing confirmed. The goal
is to make sure that the network resources are deployed into the needed area and avoid resources
wasting

2.1.3 Actors

The actors and roles involved in this UC are:

1 A sa of aerial UE (e.g., UAVs or drones)
1 A GPS spoofer
1 Mobile Network Operator (MNO)
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1 the Multi-access Edge Computing (MEC) servers and base stations
2.1.4 Preconditions

To demonstrate the arGPS spoofing use case, the Mobile Positioning Sy&w#Rs) service is
required to be accessed in the edge server to provide the real time path loss between a base station
and a UE. Additionally, the GPS location of UE needs tosbeaahilable in the edge server for
computing the theoretical path loss.

2.1.5 Basic flow

The basic flow, using UAV as example of UE, consists of the following steps:

1. Service Deployment: The MNf@motely controlling a set of drones, sends the flight missions
to drones including the mission type and starting amdling GPS positions.

2. Service Running: Upon receiving the mission, UAV follows the flight route and
periodicallybroadcast its telemetry data, including GPS position, overathdor collision
avoidance and airspace enforcement.

3. Attack Begin: The GPS spoofer generates fake GPS signals to make UAV deviate from the
planned trajectory.

4. Spoofing Detection: Collected by the nearby base stations, the position information
augmented wih the uplink RSS measurements that enable the edge server to use ML learning
models tocrosscheck that the GPS position provided by the UAV ispoobfed

5. Attack Mitigation: When a GPS spoofing is detected, a warning is sent by edge server to the
MNO that decide to redeploy or cancel the service.

2.1.5.1 Diagram

Figure3illustrates the basic flow of UC A.
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2.1.6 Post conditions

Figure3: Basic flow of UC A

MNO

MNO

The spoofed GPS positions are effectively detected at the edge, allowing precise locationaglidhe

network slice serving the UE.

2.1.7 Success criteria

The spoofed GPS positions are successfully detected using the theoretical path loisepfanned
path and the reatime path losses obtained from BSs.

2.1.8 Use case summary

2.1.8.1 Mapping on INSPIREGplus architecture

As depicted irFigure4, the UC involves t
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Figure4: UC A mapping to INSPIRGplus HLA
2.1.8.2 INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

1 Anti-GPS Spoofing enabler
1 Security Dat&ollector

9 Security Analytics Engine
91 Decision Engine

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A

2.2 UC B Federated Learning based Anomaly Detector for 5G networks

2.2.1 Problem description

It is possible to detect security threats by inspecting the network flows and has been used for
applications such as firewalls and IDS. elseved that better results can be gained by analysing the
network flows using machine learning or artificial intellige®ec@abled tools. But it should be done so
that user privacy is preserved while adhering to many other operational constraints, spcivasy
regulations and resource constraints.

Therefore, the proposed anomaly detector uses federated learning for training the model that is used
for detection. Federated learning allows training models on local devices that can be aggregated on a
serverlocated elsewhere in the network without gathering network flows. The hierarchical system
proposed here consists of two stages. The first stage consists of a set of anomaly detectors which are
served by an aggregation server placed in the domain seaerttsice of each domain. Each anomaly
detector consists of a model and a data base apart from the detector. The data marked as normal from
the stage 1 anomaly detectors will be sent to the stage 2 anomaly detector. The stage 2 anomaly
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detector is developeduch that it has more functionalities and an ability to classify the data than stage
1. Only the network flow that is labelled as normal will be allowed to continue to its destination by the
stage 2 anomaly detector. If any anomaly is undetected and untésrthe network operations, the
models will be retrained to prevent similar incidents in the future.
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Figure5: UC B federated learningbased anomaly detector

2.2.2 Goals

The main objective of the proposed anomaly detector is to successfully defend the network against
possible security attacks. The hierarchical system placed inside the network will analyze the network
flow and categorize it as an anomaly or not in 2 stadfeis. expected to defend the network with
sufficient accuracy so that the performance expectations are fulfilled. While it is expected to fully
defend against known attacks, the system should have the capability to respond to unprecedented
events as well.

The proposed anomaly detectors train their detection models on the devices with local data. One
significant problem with training the anomaly detectors with federated learning is that they are
vulnerable to poisoning attacks. If an anomaly detector ig&d using poisoned data or poisoned
model supplied by the federated learning participants, the detector (in this case this can also be a
security function) is not capable of functioning with a higher accuracy.

This arises the need of the anomaly detentimodels to be robust against the poisoning attacks. The
robust FL algorithms should be able to remove the effect of the poisoning attacks from the system,
keep only the model updates from legitimate users, and learn only from those updates, which are a
must for proper functioning.
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2.2.3 Actors

The actors and roles involved in this UC are:
E2E domain orchestrator

Security domain orchestrator
security analytics service

Anomaly detectors

Aggregation servers

N = = = =2 =

2.2.4 Preconditions

The anomaly detectors use federated leimgabased models. In a federated learning life cycle, an
engineer selects the model that suits the requirement. Therefore, it is expected that before starting
the service, a suitable model will be selected by the responsible authorities. Also, the moudlel isk
trained with network flows that sufficiently cover possible scenarios expected in the network in both
normal and abnormal events.

2.2.5 Basic flow

The basic mechanism can be divided into 2 types: a detection mechanism and a training mechanism.
Both aredescribed below, starting with the training mechanism. The training mechanism should take
place at the beginning of the mechanism implementation and when the security threat or similar event
that interrupts the service is undetected by the anomaly detegtor

i The aggregation server communicates the model to be trained to the model of each detector
in stages 1 and 2.

1 A model placed at each detector trains the given model with available data and communicates
it back to the aggregation server.

1 Theservers aggregate the parameters with predefined criteria and send it to the model again
for training.

1 After training the model for several rounds, the aggregation server will send the parameters
for detection to the anomaly detector.

The detection flow Wi take place as below.

1 Network flow will be directed through the stage 1 anomaly detector where it will be classified
as an anomaly or not. Anomaly traffic will be dropped and traffic classified as normal traffic
will be directed to stage 2.

9 Stage 2Adetectors will classify network flow again, and network flow classified as normal will
be directed to the destination, while others will be dropped from the network.

2.2.5.1 Diagram

While there are 2 flows in the basic flow section, the detection flow is simplechrarly depicted in
Figureb. Therefore Figure6 and Figure7 show only how the training flow is taking place. When an
anomaly is detected, the security analytic engine will inform the E2E orchestration engine and Stage 1
aggregation servekigure6 andFigure?7 depict the flow after the message from the security btia

engine is received by the aggregation server and E2E orchestration engine, respectively.
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Security analytics engine stage 1 Aggregation server stage 1 anomaly detectors-model stage 1 detector
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begin model training
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Model trained,
parameters for aggregration are sent
dffsececemiscnassiaassesasesassntasnasnsantncnannsansnanannrannnan
Train the model with aggregrated parameters,
send it again for aggregration
New parameters for detection

Security analytics engine stage 1 Aggregation server stage 1 anomaly detectors-model stage 1 detector

Figure6: Flow for trainingsecurity analytic engine notifies stage 1 aggregation server

Security analytics engine E2E ochestration engine Stage 2 Aggregation server security analytics engine in other domains stage 2 anomaly detectors-model stage 2 detector
Undetected anomaly
Undetected anomaly,
begin model training
Check for anomalies,
begin training if detected
Begin model training

Model trained,
parameters for aggregation are sent

Train model with the aggregrated parameters
send for aggregration again

New parameters for detection

Security analytics engine E2E ochestration engine Stage 2 Aggregation server security analytics engine in other domains stage 2 anomaly detectors-model stage 2 detector

Figure7: Flow for trainingsecurity analytic engine notifies E2E orchestration engine

2.2.6 Post conditions

All the detectors will be updated at the end of the training phase with the new model paraméters.
database of each detector wile updated.

2.2.7 Success criteria

The anomaly detection mechanism is considered successful if almost all anomaly traffic is dropped
from the network and no normal traffic is detected as anomalous. I.e., there are no false positives or
false negatives in theutput of the network. Also, if a new anomaly continues to travel to its
destination undetected, all detector models, databases, and network flows need to be updated so that
the event does not interrupt network operations. After deploying the proposed raeigm, the
network should be able to continue operations without interruptions in the event of an anomaly or
likely event.
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2.2.8 Use case summary

A federated learningpased tool is proposed to detect anomalies in the ZSM architecture and it consists
of 2 stagesThe two main basic flows include training the model and detecting service. The proposed
system uses components such as a security analytic engine and security data collection services to
successfully operate.

2.2.8.1 Mapping on INSPIREGplus architecture

The poposed flows require artificial intelligence and network flow related data. Therefore, it is more
associated with the security data collector and security analytic engines of each domain.
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Figure8: UC B mapping to INSPIREpIs HLA
2.2.8.2 INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

Robust Federated Learning Security
Security Data Collector

Security Analytics Engine

Security Orchestrator

=A =4 -4 -9

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
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2.3 UC G Root Cause Analysis based on similarity learning

2.3.1 Problem description

Generallyin Information and Communication Systems (ICS) and particularly-baS&l systemst is
frequent that failures are recurrent. The system administrators, who have some experience dealing
with failures, can react more quickly and efficiently against their recurrence. The mitigation actions
(e.g., reset a particular server every night) can be thus takemptly. However, this humabased
troubleshooting task becomes a lot more challenging, time consuming or even impossible in complex

systems. Especially due to the fact that failures usually propagate through causal chains and produce

evolving fingerprint®f noisy symptoms. This leads to the need of an automated tool helping humans
troubleshoot a system to group events that are causally connected and keep unrelated events
separated). Achieving this is often not straightforward since components of a syateexlibit similar
symptoms of two unrelated failures.

2.3.2 Goals

In this section, we introduce the use case concerning the RCA tool based on machine learning that

takes into account the highly granular monitoring indicators.(estatistics and data extractefdom

the logs, metrics, network traffic, and any data that could identify the system state) and the deep
analysis to assess the similarity of a newly observed event reflecting the current status of the system
and each learned one saved in the historicalatbase. RCA enables systematizing the experience in
dealing with incidents to build a historical database and verify whether a newly detected incident is
20a4SNISR
actionscould be timely and wisely taken to prevent or mitigate the damage of the recurrence of

AAYAE I N Sy2dzAaK

problems.

g2

Ly

2YyS

gAlK

ly2oy

More preciselythe partners will deploy an 10T network representing an Industrial Campus. MMT is
used to monitor this network by analysing the traffic arifastent hardwarerelated indicators (e.g.,

CPU usage, memory usage, battery level, power consumption, CPU temperature, etc.) captured by one

or several dedicated sniffers and offer two principal features:

1 Anomaly detection (e.g., node failurejalformed packet, modified traffic, misbehaviour of
compromised or intrusive devices, attacks, etc.)
1 Machine Learningpased Roctause Analysis to determine the cause of the detected anomalies

RCA allows making sure that the alarm is not a false positive and serves to identify what was the cause
(e.g., device malfunction or attack), and also identify if there are attacks (e.g., DoS attacks) that could

prevent the true positive (e.g., fire detéah) from occurringln case of doubt, additional slice and
service can be deployed by the orchestrator to verify if it is a false positive or true negative (e.g.,
activate a video camera to obtain visual information).
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Figure9: Industrial Campus use case architecture
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Figure9 represents the 10T network (left rectangle) where the Border router and Sniffer are deployed.
The information captred by the 10T devices is transmitted to the application server, and the sniffer
sends the network monitoring data to the MMRCA module that will analyse it to identify anomalous
behaviour. Once an incident is detected, the MIRTA module will notify th®rchestrator indicating

the potential rootcauses based on its analysis. The reaction will be taken afterwards manually by a
human or automatically based on a decision rule or algorithm.

2.3.3 Actors

The actors involved in this use case are the following:

1 loT Campussends monitoring data to MMRRCA. SeverdlP camerasan be activated and
manipulated/rotated from distance to focus on the source of the anomaly (i.e., fire)

1  MMT monitoring framework with the MMTFRCA modulenalyzes collected data and raises
alerts if needed.

9 Security Orchestratiorreceives analysis results from MNRICA and displays on wehsed
dashboards

9 Technician Command Centeticks the button on the webased interface to activate the
CRITICAL mode once receiving an alert from NRZA.

2.3.4 Preconditions

As a knowledgdased tool, MMTRCA needs training dataset to learn about the potential incidents
taking place in the IoT Campus. That means we would need to perform malicious activities and
generate the incidents so that MMRCA can save alllegant data featuresMore precisely, we have

G2 ONBIFGS I NBIf RSAaddahlraz. Once the indident tedcturs, it avid lde
detected and alerted by MMRCA with its corresponding potential recause, based on the
calculation of gnilarity score.

2.3.5 Basic flow

2.3.5.1 Diagram

The following flow diagram depicts the main interactions between actors involved in the use case.
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Figurel0: Use case C diagram

2.3.6 Post conditions

The video streaming is activat@doperly
The camera focuses on/ zooms in the zone of the fire

The technician is able to view the live stream captured from the camera.
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2.3.7 Success criteria

1 MMT-RCA detects the anomaly (e.g., several 0T devices stop sending data or send data slower
than a sandard rate) and determines that the fire might be the raatuse in near real time.
The technician can see an alarm message on his dashboards shortly after the fire is triggered.

The live stream is displayed shortly after the technician clicks on therbt activate the
camera.

2.3.8 Use case summary

2.3.8.1 Mapping on INSPIREGplus architecture
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Figurell: UC C mapping to INSPIsEplus HLA

2.3.8.2 INSPIRBEGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involndatlis use case are the following:

WP4- RCA: Root Cause Analysis

WP3- Security Monitoring Framework (MMT)
Security Data Collector

Security Analytics Engine

Decision Engine

= —a —a =8 =4

The references to detailed INSPIREplus enabler descriptions are placedppendix A
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2.4 UC D Utilization of data provided by network analytics

2.4.1 Problem description

Compromising mobile devices can have serioydications on security and privacy of its users, it can
also form theinitial step of more advanced attacks on services or infrastructure. In order to detect
these types of threats active or passive probes for the 5G Data plane (acting as Securityikgent
INSPIRBGplus framework) are often used. The collected data are delivered to security analytics
functions that can identify malicious behaviour of end devices or network components.

The NWDAF (Network Data Analytics Functiisrg part of the Seige Based Architecture (as specified

in 3GPP T&3.501) that can perform inference, derive analytics information (i.e. statistics and/or
predictions) using data provided by other control plane functions@mdponents. Since some of the
derived informationis related to security (analytics related to UE abnormal behaviour) it can be used
within INPIREBGplus framework both at the domain and E2E security management levels as additional
source about current or potential attacks.

2.4.2 Goals

The main goal of this U€to present how external cybeecurity analytics data derived by dedicated
standardized 5G core Network Function (NF) can be utilized in the INSBPRE security architecture
and show how external management system can benefit from the data exjinysg@ System.

2.4.3 Actors

The actors and roles involved in this UC are:

1 Mobile Network Operator (MNQ)operating 5G network with 5G Core equipped with NWDAF
(Network Data Analytics Function)

1 Mobile device users (Alice, Bablising 5G devices connected to MK&work

1 Malicious party (Mallory)c performing attack on mobile devices (cykatack: device
hijacking, physical attack: device theft)

1 Security management framework for UE domain.
2.4.4 Preconditions

MNO 5G network is equipped with NWDAF (Network Détalytics Function) configured to collect
events provided by 5G Core functions (AMF, SMF, PCF, UDM, AF) and retrieve information from data
repositories (e.g. UDR via UDM for subscritedated information). NWDAF includes the Analytics
logical function thacan perform inference (using pteained ML models) to identify a group of UEs or

a specific UE with abnormal behaviour.

Malicious party has performed attacks on user devices leading to abnormal behaviour (there are
malicious applications running on tlievices or devices have been stolen and misused).

Security framework is configured to consume information provided by NWDAF (Abnormal behaviour
related network data analytics) and to apply respective security policy.

23GPP TS 23.288 V17.0.0 (203) : Architecture enhancements for 5G System (5GS) to support network data analytics
services (Release 17)
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2.4.5 Basic flow

The UC includes tHellowing sequence of actions:

1. NWDAF collects 5G Core events and information and produces analytics for user devices with
abnormal behaviour. According to 3GPPP specification following exceptions can be
distinguished:

Expected analytics typel Exception IDsnatching the expected analytics type

mobility related Unexpected UE location, Pipgnging across neighbouring cel
Unexpected wakeup, Unexpected radio link failures.

communication related | Unexpected longjve/large rate flows, Unexpected wakey
Suspicion of DDoS attack, Wrong destination address,
frequent Service Access.

2. The generated analytics (exception events) are delivered to an Security Data Collector (SDC)
leveraging the domain integration fabric using direct NWDAF API or NEF functionality

The Security Data Collector aggregates and transforms the metrics intablsddrmat.

Security Analytics Engine (SAE) performs analytics using other types of data (e.g. from
monitoring probes in Data plane) and correlates results with NWDAF events.

5. Decision Engine applies relevant mitigation action related to detected evemtsseeurity
related events (discovered by SAE) additional actions are defined by security policy.

6. The decision is implemented by Security Orchestration.
2.4.5.1 Diagram

Figurel2illustrates the basic flow of UC D.
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Figurel2: Use case D diagram

2.4.6 Post conditions

After implementing mitigation actianthe system should be monitored.

The detected security event should be reported to the relevant parties (device owners, service
provider, other affected parties).

2.4.7 Success criteria

The main success criteria are:

)l

1
1
1

2.4.8

Events detected by NWDAF are correlated vather metric sources and used by SAE for
detection

The proper mitigation is selected and applied
Parties affected by the detected incident are notified

Gathered data are kept to be used for future preventions

Use case summary

This use case illustratbew dedicated 5G core analytics can be utilized in the INSBEREIS security
architecture as Security Agent to perform automated actions and shows how external management
system (here related to security management) can benefit from the data expose@ By&em.
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2.4.8.1 Mapping on INSPIREGplus architecture

As depicted irFigurel3, the UC involves componentsIdfSPIREGplus HLA for 5G Core domain.
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Figurel3: UC D mapping to INSPIREplus HLA

| e TENANT2

2.4.8.2 INSPIRBGplus cybersecurity enablers

The INSRRE5Gplus cybersecurity enablers involved in this use case are:
1 Security Data Collector
1 Security Analytics Engine
9 Decision Engine

1 Security Orchestration
The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
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2.5 UC E Remotely controlled manoeuvring manipulation

2.5.1 Problem description

The remotely controlled manoeuvring manipulation use case is closely associated to the emerging
cooperative, connected, and automated mobility (CCAM) services in 5G and beyond vehicular
environments. In particular, as illustratedkigurel4, this use case entails security vulnerabilities that
may emerge in tel@perated driving scenarios, related to the remote control of automated vehicles
by a human or by an artife intelligence module over the mobile radio netwoRigurel4 shows an
automated driving scenario where an unexpected blockage is encountered on the desiredfaute
vehicle. The obstacle needs to be overpassed throughdeézated driving commands with direct
control exchanged via a public transport control centdrich handles tel@peration sessiongOther
examples of vehicular scenarios where tefgerated diving can be deployed include: remotely
initiated lane change or speed adaptation on highway,-nesponding driver and undefined traffic
conditions.

Figurel4d: Remotely controlled manoeuvring manipulation use case

This use case involves rdahe vehicle operation with stringent connectivity requirements. In
particular, vehicles transmit environment sensor data and/or bandwfdihgry video streaming data,

in the uplink direction. The vehicle control center, uporcagtion and processing of the fused
information, provides the visual representation of the vehicle environment to the remote driver, and
sends back its control commands, e.g., desired speed or steering wheel angle, to the automated
vehicles.

In this use cse, an attacker may gain access to autonomaiige functions due to the vulnerability of
on-board units, e.g., sensor spoofing, or by manipulating the transmitted information, e.g., jamming
the wireless channel. In both cases, the intruder may becomebtepd undertaking the control of
safetycritical vehicle components, such as engine control and brakes, and perform alterations to
vehicular data, e.g., inject falsified information and fabricate sensor readings, by gaining access to on
board diagnosticsTrajectory alteration via GPS jamming/spoofing could be also a realization of such
type of attacks.

Threats associated to this use case can be efficiently mitigated by leveraging the security enforcement
features of our INSPIRED LJt dz& Sy | Kichtgelbt and 8pagéfBcient dehicle authentication
enhanced with misbehaviour detection 6 + H - aAa5SG 0> 2FFSNAY3I (g2 I ¢
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the enabler prevents unauthorized users (i.eutsiderd from accessing the firmware and vehicle
software through (ovethe-air) online updates, exploiting the advanced features which enhance the
5G Authentication and Key Agreement (B&A) procedure. In addition, the misbehaviour detection
capabilities of our enabler allow the attack mitigation (e.g.,edéibn of anomalous sensor readings,
trajectory alteration identification, etc.) from authenticated users (iiesiders who already possess
valid credentials to interact with other legitimate entities in the system. This is achieved by processing
streamng vehicular information at the transport control center, ensuring accurate detection of
erroneous/falsified data which may violate the semantic correctness of exchanged V2X information.

2.5.2 Goals

The associated security enabler for this use case aims a¢ssfatly addressing threats and attacks
related to the manipulation of manoeuvring information in telperated driving. Such attacks may
either originate from malicious outsiders which are vehicles/users exogenous to the original system,
or from insiderswvhich are already authenticated and possess valid credentials to interact with other
legitimate entities in the system. Since talperated driving is associated with safeftical driving
situations, the timely and highly reliable prediction and detaetof such incidents is crucial. Besides
detecting malicious actions, the enabler needs to guarantee that the security enhancements will not
come at the expense of network performance.

2.5.3 Actors

The actors and roles involved in this UC are:

1 Mobile Network Opeator
0 RAN, 5GCore (CP + UP), Mobile Edge
A set of vehicles (legitimate)
Vehicle control center user
Malicious party
Service provider

=a =4 -4 -9

2.5.4 Preconditions

In case of insider attack model, the malicious party is considered authenticated and possesses valid
credentials to communicate with other legitimate members. In case of outsider attack model, the
malicious party is able to inject falsified informatiorthe exchanged data between legitimate vehicles

and the control center.

2.5.5 Basic flow

The basic flow of actions of the actors and the system is as follows:

1. A vehicle periodically transmits environment sensor data to the control center for remotely
controlled manoeuvring (normal operation);

2. The control center provides the visual representation of the vehicle environment to the remote
driver and sends back its control commands (normal operation);

3. When the manipulation attack takes place, the attadkgzcts falsified manoeuvring information
during step 1.

4. The control center responses with incorrect and misleading commands to the remotely controlled
vehicle, being deceived by the falsified manoeuvring information in step 3.

5. With the aid of V2XMBet enabler, false data injection is correctly detected, traffic originated from
the malicious party is isolated, and legitimate commands are sent back to the vehicle by the control
center.
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2.5.5.1 Diagram

Figurel5illustrates the basic flow of UC E.

Vehicle Control center Malicious party
Normal operation
loop [Sensor data]
o Sensor data
Commands o

Successful

attack execution

Manipulation attack

Attack detection/mitigation

loop [Sensor +
manipulated
data]
Enabler V2XMisDet
Legitimate commands o
Vehicle Control center Malicious party

Figurel5: Basic flow of UC E

2.5.6 Post conditions

With the help of V2XMisDet enabler, attacks from outsiders can be efficiently prevented with
controlled fdse positive rates. Otherwise, in the case of attacks from insiders, the misbehaviour
detection capabilities of the enabler allow the accurate and timely detection of such false data
injection in the manoeuvring information of the remotely controlled védidy processing incoming
data in the control center and detecting anomalous behaviour.

2.5.7 Success criteria

Authentication integrity is achieved when all exchanged V2X messages are protected from any

alteration attempted by an outsider. Detectio

n of manoeimg manipulation by an insider should be

highly accurate, timely and with very low false positive/negative rates due to the misstaal

nature of vehicular communication.

2.5.8 Use case summary

The remotely controlled manoeuvring manip

ulation use caseinfalse data injection attacks that

may take place during teleperated driving in vehicular environments. To this end, an INSSGRES
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enabler, coined V2XMisDet, offers two layers of protection: i) enhanced authentication against
outsider attacks; iidetection of manipulated information (caused by an insider), in the exchanged
messages between legitimate vehicles and the control center.

2.5.8.1 Mapping on INSPIREGplus architecture
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(RAN, CORE, EDGE, ...) Cross-Domain Data
Services
[ g\
Authn/Authz Data Services
Trust Manager <= | [fYeeseyer s
-~ A Trustable Data
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Trustable Data [ |
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Domain
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Fabric
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N\
Service
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Domain .
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Figurel6: UC E mapping ttNSPIREGplus HLA
2.5.8.2 INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

1 Lightweight and spacefficient vehicle authentication enhanced with misbehaviour
detection (V2XMisDet)

1 Security Dat Collector

1 Security Analytics Engine

1 Decision Engine

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
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2.5.8.3 Comments

This use case is closely associated to thel 3G CroCuele-operated driving use case requiring real
time operation (i.e., high reliability and low latency).

2.6 UC F HD map update poisoning

2.6.1 Problem description

The high definition (HD) map update poisoning use case is closely associated to the emerging CCAM
services in 5G and beyond vehicular environments. In particular, as illustrakédurel7, this use

case entails security vulnerabilities that may emerge during the exchange of HD map information
between autonomous vehicles. HD maps for autonomous driving are defined agmeaintelligent

maps that provide highly aarate position and traffic information of dynamic and static objects for
optimal route and lane selection. In an HD map update scenario, the leading vehicle, in view of an
unexpected blockage encountered in its lane, needs to inform the map databasethisonéw road
topology information in its surroundings, to ensure traffic safety for neighbouring vehicles. This use
case, thus, relies on the cooperative behaviour of vehicles assisted by a communication network
infrastructure to avoid hazardous situatis that may result in accidents. Other examples of vehicular
scenarios where HD mapping can be used include, among others, optimal route selection and route
updating in hazardous situations.

——————& Sensordata
-_ HDmap

— —— — » Falsified data

Cloud/MEC

Road obstacle

Figurel7: HD map update poisoning usase (can be either reime or nonreaktime)

This use case involves massive information exchange among autonomous vehicles, data servers and
map providers. Other aspects that have direct influence on the quality of HD maps are the level of the
accuracy of sensor data, the robustness of data fusion algorithms, and the capability of the 5G network
for highrate data exchange at high speeds, especially in the areas with no or poor network coverage.

In this use case, an attacker may manipulate thatent of the transmitted information from the
leading vehicle and/or falsify the map database contents, e.g., alter/remove road signs, resulting in
unavailability of needed information and/or wrong manoeuvres. In both cases, the attacker prevents
the vehcles, relying on baeknd servers (HD map provider) for their longitudinal and lateral directions,

3 https://5gcroco.eu/
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from accessing the necessary updated map data. In other realizations of this attack, the malicious party
may perform information forgery attack by accessidgg NJ 2 6y SNRa LINAGF 4GS RIF G
through unsecured thirghbarty means (i.e., map editor, mobile app, etc.). Sensitive user information
may thus be inferred to harm user privacy while illegal tracing may compromise the identity and
location irformation of a vehicle.

Threats associated to this use case can be efficiently mitigated by leveraging the security enforcement
features of our INSPIRESplus enabler, coined V2XMisDet, offering two layers of protection. In
particular, the enabler prevestunauthorized users (i.eoutsiderd from accessing the firmware and
vehicle software through (ovehe-air) online updates, exploiting the advanced features extending the
5G Authentication and Key Agreement (B&A) procedure. In addition, the misbel@wi detection
capabilities of our enabler allow the detection of falsified/inconsistent map data (longitudinal and
lateral directions) from authenticated users (i.@nsider3, and ensure the accuracy of reported
positioning information. This is achievby processing positioning coordinates at the cloud/MEC, and
with accurate detection of erroneous/falsified map update information.

2.6.2 Goals

The employed security enabler for this use case aims at successfully addressing threats and attacks
related to the marpulation of HD map information updates reported by autonomous vehicles. Such
attacks may either originate from malicious outsiders, which are vehicles/users exogenous to the
original system, or from insiders which are already authenticated and possedscredientials to
interact with other legitimate entities in the system. Since HD map distribution often relates to safety
critical driving situations, the timely and highly reliable prediction and detection of such incidents is
crucial. Besides detectingl§ified map information, the enabler needs to guarantee that the security
enhancements will not come at the expense of network performance.

2.6.3 Actors

The actors and roles involved in this UC are:

i Mobile Network Operator

0 RAN, 5GCore (CP + UP), Mobile Edge
1 Aset of vehicles (legitimate)
T Map supplier
1 Malicious party
1 Service provider
A4

2.6.4 Preconditions

In case of insider attack model, the malicious party is considered authenticated and possesses valid
credentials to communicate with other legitimate members. In caeutsider attack model, the
malicious party is able to inject falsified map data either to the reported information by the leading
vehicle or by accessing the map database contents at the cloud/MEECfurther assumed that
cloud/MEC is considered austworthy entity, e.g., no rogue MEC is present in the scenario.

2.6.5 Basic flow

The basic flow of actions of the actors and the system is as follows:
1. Sensor data are streamed to the cloud/MEC from the leading vehicle (normal operation);

2. Map informationis streamed to both vehicles when driving continuously along the road (normal
operation);

3. When the map poisoning attack takes place, the attacker injects falsified manoeuvring information
during either step 1 or step 2.

Copyright © 2019 2022 INSPIREGplus Consortium Parties Page36 of 125



D2.3: Final Report on Advanced 5G Security Use Cases @

4. Map updates communicated the vehicles contain incorrect and misleading information about the
road conditions, being deceived by the poisoning attack in step 3.

5. With the aid of V2XMisDet enabler, map poisoning is correctly detected, traffic originated from the
malicious party issolated, and legitimate map content is sent back to the vehicles by the cloud/MEC.

2.6.5.1 Diagram

Figurel8illustrates the basic flow of UC F.

Cloud/MEC Leading Vehicle Following Vehicle Malicious party

Normal operation

loop [Sensor data]

Sensor data

F 9

HD map updates

»
L

e
HD map updates
©

h

Successful attack execution

Map poisoning attack

Falsified map updates

L

Py Falsified map updates

Attack detection/mitigation

loop [Sensor +
manipulated
data]
Enabler V2XMisDet
Legitimate map updates
Legitimate map updates
O L
Cloud/MEC Leading Vehicle Following Vehicle Malicious party

Figurel8: Basic flow of UC F
2.6.6 Post conditions
With the aid of V2XMisDet enabler, map poisoning attacks from outsiders azfficdently prevented.
Otherwise, in the case of map poisoning attacks from insiders, the misbehaviour detection capabilities

of the enabler allow the accurate and timely detection of false data injection in the road topology
information related to the veitle surroundings.
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2.6.7 Success criteria

Authentication integrity is achieved when the entire HD map information exchanges are protected
from any alteration attempted by an outsider. Detection of map poisoning by an insider should be

highly accurate, timely andith very low false positive/negative rates due to the missioitical

nature of vehicular communication.

2.6.8 Use case summary

The HD map update poisoning use case entails false data injection attacks that may take place during

map generation and distributioin vehicular environments. To this end, an INSBIREus enabler,

coined V2XMisDet, offers two layers of protection: i) enhanced authentication against outsider attacks;

i) detection of falsified map content (caused by an insider) in the fused infmftbm vehicles.

2.6.8.1 Mapping on INSPIREGplus architecture
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Figurel9: UC F mapping to INSPiREplus HLA

2.6.8.2 INSPIRBGplus cybersecurity enable

rs

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

1 Lightweight and Spaecefficient vehicle authentication enhanced with misbehaviour

detection (V2XMisDet)
1 Security Data Collector
91 Security Analytics Engine
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1 Decision Engine

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
2.6.8.3 Comments

This use case is closely associated to thelBCBGCroCo HD map generation and distribution for
autonomous driving use case requiring massive information exchange.

2.7 UC G- Definition and assessment of Security and Service Level
Agreements

2.7.1 Problem description

SSLAs allow defining the agreed upon security properties of the network and services. However, to be
really effective these agreements need to be continuously verified andhey aire violated, the
appropriate actions need to be taken. Furthermore, these actions need to be triggered automatically
in a ZSM perspective. For this, R€amhe SSLAs have been defined (cf. Section 4.2 of the deliverable
D3.2[2]) in order to be able to specify and continuously assess Security and Service Level Agreements
(SSLASs) that establish precisely what must be done regarding the detection and managément o
security. RISSLA serve to specify what is required concerning what type of security breaches should
be detected and managed and indicate how the security functions should work. They can be derived
from higher level security policies expressed, for ins& in High or Mediurevel Security Policy
Language (HSPL or MSPL).

Once specified, RFSLAs need to be continually monitored to determine that the expected properties
are being satisfied and that the security functions are doing their job, or, ifidtithe case, generate
alarms or trigger the appropriate countermeasures.

2.7.2 Goals

This use case includes the specification ofSSLAs; in other words, translating the specified and
agreed upon policies to low level rules that can be verified during rurginaein realtime, i.e., in the
order of seconds or even milliseconds depending on the requirements and available resources.

RTFSSLAs allow assessing and controlling that the security functions are correctly implemented, the
security properties are not viated, and the violations trigger sdikaling and selprotection
strategies. The MMT security monitoring and analysis framework takes the givB8IENS and uses
them to analyse network traffic and information from other sources (e.g., system and ajplitags)

to determine if they are satisfied and if all the required remediation or prevention activity is occurring
as defined.

Thus, the main goal is allowing the definition and enforcement of SSLAs, and facilitating the
agreements between different cotisients concerning the expected cybsecurity level and
remediation strategies.

SSLAs can be defined for formalising the requirements related to a wide variety okegoeity issues

and concerns. It goes far beyond current intrusion detection andepréen systems, as well as policy
control systems, since they are based on #t@ak metrics that allow finegrained or more abstract
assessment of the security requirements of the different stakeholder involved. They also allow
detecting security breachess well as malfunction of security functions, and integrate remediation
strategies that can be triggered automatically with the goal of enforcing the specified SSLAs.
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2.7.3 Actors

The actors and roles involved in this UC are:

1 Someone (e.g., Mobiletwork Operator, Chief Information Security Officer, Service Provider,
Vertical Operator, Virtual Network Security Function manager) that specifies the security
policies

1 Someone or something (i.e., a malicious cyber attacker or scanner that can bévéaiaidor
a machine/bot) that acts as scanner or cyber attacker (e.g., using 5¢beplay

71 Security function that performs repetitive tasks (e.g., a firewall that provides traces)

1 MMT security monitoring framework
2.7.4 Preconditions

The necessargreconditions are:

1 The specification of the RISLAs or the manual/automated translation of other specifications
(e.g., translation from HSPL or MSPL teSSLA). The FSISLAs should include the rules that
will detect the security breaches, and the actpvgerformed by a security function targeted
by the use case.

1 The deployment of the probes that will analyse network traffic and system/application logs or
data.

I The execution of a security function that performs reoccurring activity.

The execution by an tcker of a security breach.
2.7.5 Basic flow

The actions of the operator related to this use case are:

1 Specification of the RESLA, manually of by translating the defined security policies using the
Policy & SSLA Manager.

1 Deployment of the Securithgents (SA, i.e., MMFrobes). This can be done in several ways,
e.g., manually, via the orchestrator, or systematically in all the deployed slices.

1 Management of the Security Agents (SA) using the MMT monitoring and management
framework that acts as Sedty AnalyticsEngine (SAE) and interacts with the Security
Orchestrator (SO). This includes deploying theSRILAs, and activating or deactivating them.

The following are not shown in the diagram and consist of the attackers and security functions
performy’ 3 (G KSAN) WRdziAS&a¢y

1 The action of the attacker consists in exploiting a vulnerability to perform the attack.
1 The action of the security function consists in performing some periodic activity (e.g., port or
malware scanning to detect vulnerabilities in thetwork or network functions).

2.7.5.1 Diagram

The following flow diagram depicts the main interactions between stakeholders involved in the use
case.

4 Open source tool developed by Montimage for modifying and repldy@draffic: https://5greplay.org
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Figure20: UC G diagram

Diecizion Engine/Sacurity Crchestrator

The use case ends successfully whendpecified RISSLAs correctly detect what is expected and
trigger a response if necessary (e.g., generation of alarms or other actions).

2.7.7 Success criteria

¢KS dzas$S Ol a$s

adzOOSSRa ATF
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the specified security property has been respected or the specified security breach has been detected.
A further criterion is that no false positive alarms or false notifications are generated.

2.7.8 Use case summary

2.7.8.1 Mapping on INSPIREGplus architecture

TheFigure21 shows which HLA elements in a domain are involved in the UC and their interactions.
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Figure21: UC G mapping to INSPAREpIusHLA
2.7.8.2 INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

1 Policy and SSLA Manager (PSM): that define the security policies from which to derive de RT
SSLAs.

Security agents (SA): the&pture and analyse the data using the RILAs.

Security AnalyticEngine (SAE): that manages the Security Agents, receives information from
them, performs further analysis, and notifies the Security Orchestrator or Decision Engine.

1 Security OrchestratoSO) and Decision Engine (DE): that can process the alarms or
notifications and trigger the necessary mitigation or prevention activity.

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
2.7.8.3 Comments

This use case was introduced in DBpasillustrative use casd8JC3.
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2.8 UC H Network attacks oveencrypted traffic in SBA and security evasion
prevention

2.8.1 Problem description

Network operators depends on network traffic monitoring capacity to increase operational efficiency

in their platforms. 4G and previous generation use massively a set of managéoé&s including

network probes, to operate and control the communication services. The general trend to encryption

of all type of traffic on internet, impacts in the mechanism existing for management and sechirity

5G, data plane traffic between tHRAN and the Core relies upon the use of GTtRat is not always
encrypted, but the trend is to enable it with IPsec, to increase the security by mobile operators.
Ciphering adoption in 5G also applies to control plane. 5G Core includes the concepiad# Based
Architecture (SBA). It uses HTTP/2 as the protocol base to leverage all signalling traffic, instead of
legacy DIAMETER protocol. Starting with Release 15, 3GPP mandates TLSv1.2 for RESTful APIs (a
represented inFigure22). The reasoning behind is that cloud environment and microservices, in data
centers and hypescalers, are the new commodity where deploy network capacity. These
environments demand applitian level E2E encryption over Internet services based on the use of TLS,

e.g. DoH (DNS over HTTPS), QUIC (HTTPS over UDP). Consequently, current cybersecurity network tool:
based on network monitoring, for example deep packet inspection (DPI), will ffedtiee in these
environments, making it very difficult to detect some common attacks based on botnets, application
layer attacks or DDoS. As a resulbercriminals are adopting TLS encryption as part of their
communication and attack channels to makeir malicious activitiegdistinguishable fronbenign

encrypted activities. This evolution introduces new threats over REST APIs channels that are hidden
inside TLS. Potential attacks include malware activity, DDoS, application layer attacks on SBA
microservices, attacks using exposed roaming encrypted interfaces, etc.

NSSF NEF NRF PCF UDM AF
Nnssf Nnef Nnrf Npcf Nudm Naf
Nsmf

I Nausf | Nanf SBI interface%?ow HTTP

~

P AUSF AMF
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\\ TCP/IP
/ Ethernet
UE (R)AN v, ow

Figure22: UC H overview

Additionally, the massive adoption of microservices, NFV and Cloud approach in the deployment of
5GCore components and monitoring tools, will open the door for introspection attack (direct access
on the software) that can be exploited by a malicious attaicknd, in this way, access the software,

SIETRRF@404: "Effects of Pervasive Encryption on Operatohstps://www.rfc-editor.org/rfc/rfc8404.html
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reverse engineer it and find a way to disable the detection. Evasions will prevent the monitoring
function from working correctly. This can be done by making it crash, by reducing its performance
resulting in partal traffic analysis, or by introducing unknown attack techniques that remain
undetected.

2.8.2 Goals

This use case proposes the evolution of the security network monitoring tools to be capable of
analysing encrypted traffic, so it can detect and mitigate attduksed on Al statistical methods.

Multiple probes could be allocated in 5G network relevant segments, to receive a copy of the traffic
(virtualized or physical taps) a generate security alerts to be addressed by management and
orchestrations systems. Adiinally, this use case leverages the use of data and software protection
G§SOKYAIldzSad SYLRGSNAY3I ¢99 (i Hdpreveit iwdz§pes af StdclBsd L y
unauthorised access tata on the one side and detection of software characterisdiod behaviour

the other side.

2.8.3 Actors

The actors and their roles involved in this UC are:

1 5G network administrator, such as Network/Security Operation Centres (NOC/SOC). The role
covers the administrative activities on the network domain, including theriganonitoring
and remediation. Also, this actor is capable to enforce specific policies in the network,-e.g. re
instantiate a component.

1 Malicious party. Usually represented by the attacker who wants to materialize the threats
identified. For example, dgade the normal behavioural of the 5G components, compromise
the system to alter or steal information or other valuable assets. In this case the detdptr
hide his malicious activity in the encrypted traffic or attacking the components (including the
monitoring software).

9 Security monitoring probes integrated or adapted to the INSBIR&EuUs framework to extract
relevant information and push it to the analytics engines in charge of detect the attacks.

1 INSPIREGplus Security Management Domain (I5G+D¥Nhat provided INSPIFESplus
functionalities: security analytics, decisions, visualization, report of the attacks and enforce
corrective actions.

2.8.4 Preconditions

This use case starts with following preconditions:

1 5G network based on SBA 5G Core in nomparation (No attacks or aware of malicious
activity).

1 A network monitoring capacity over the SBA solution.

1 An attacker with capacity to access and compromise some 5G Core components, or the
platform where is deployed, such as cloud or NFVI administrator.

2.8.5 Basic flow
1. The attacker initiates actions on the network to compromise some component resources on

NFV foriits own interest.

2. The administrator detects service performance impact, cause by degradation of some
instances of the 5G Network Functions (e.g. a DoS attacks, malware spread, etc., generated by
the malicious party), but do not know the cause or the reraédn.

3. The administrator deploys monitoring Al agents (Smart Traffic Analyzer or STA) in the network
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that can be activated to monitor encrypted control or data plaire a set of monitoring VNFs
in the cloud or orfpremises

4. The administrator askto increase the protection of the network probes on an untrusted
environment such as 3rd party laaS, for example a hgpaler datacenter

5. To avoid Introspection attacks and reverse engineering, it is necessary to harden the integrity
monitoring of the network factions using Trusted Execution Environments (TEE). The runtime
integrity verification needs to be backed by a TEE embedded routine.

6. These probes (Security Agents or enablers in INSRIES architecture) deployed at
different points in the network, gemrrate metrics, such as aggregated flows from network
traffic in suitable format, to feed its own inference engines trained using Al/ML to identify
malicious behaviour patterns in the encrypted traffic.

7. ldentified malicious activity by the probes will bgogted to the administrator and it will take
actions to mitigate the attack, using specific security policies such as, firewalls, or active
probes. Alternatively, the affected functions (e.g. an infected container or virtual machine of
5G core), can be @d@ed and reinstantiated (with a certificated by vendor version) to remove
the problem.

2.8.5.1 Diagram

Figure23illustrates the basic flow of UC H.
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15G+ SMD "Smart Traffic Analyzer" 5GCore
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Figure23: UC H diagram
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2.8.5.2 Alternative flow
1 The administrator activates some probes in the data plane to monitor and deteutks as
part of a security service for 5G end user.

1 The process is similar, but the probes are deployed in data plane instead of Control plane (SBA).

2.8.6 Post conditions

The normal operation of the network is restored, attacks identified and mitigated witleactivating
encryption capacity of the network, in terms of privacy and security enhancement.

2.8.7 Success criteria

The success of the use case will be defined by the following factors:

1 Network probes will be deployed and configured successfully in speaifitof monitoring in
the 5GCore network

T Some attack examples will be executed over encrypted traffic. Classical detection with a DPI
tool will fail, due to encryption, but the STA probes will be able to identify and differentiate
from SBA traffic.

Any tampering attempt to STA probe for detection is blocked by TEE functionality.

Network reconfiguration or protection rules will be successfully enforced and will mitigate the
specific attack.

2.8.8 Use case summary

This Use Case concerns the detection of netwdtacas over encrypted traffic in Softwaiased
Architectures as standardised in 5@ also includes attacks on monitoring software functions (e.g.
reducing their performance, provoking malfunctioning), making attacks undetectable by tampering its
integrity. In order to be able to detect malicious activities and patterns from the network despite of
the encryption, will need the use of Atrtificial Ifitgence (Al) probes focused in anomaly detection and
classification and an automation component to mitigate the attacks such as the defined close loop
framework by ZSM. This solution will also require data generation and collection, i.e. network
telemetry. Finally, introspection attacks mitigation proposed in this UC will require the applicability of
TEE technology.

2.8.8.1 Mapping on INSPIREGplus architecture

TheFigure24 shows which HLA elements in a domain are involved in the UC and their interactions.

63GPP TS 23.501 V16.1.0 System Architecture for the 5G System
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PreviousFigure24 shows the mapping for the use case, where Security Data Collector and Security
Analytics Engine acts as distributed HLA components to capture and process network traffic related to
the 5G core control plane and detect the attacks. Also, the Al classificasults identifying the attack

done by the analytics engine is used to identify the compromised component. Once identified and
based on Human operator decision (e.ginstantiate a 5G core component), the Policy Management
enforces a specific secuyipolicy to mitigate and remediate the attack on the network. The mitigation
happens through the Security Orchestration. The communication between HLA components in the
domain is supported by the Integration fabric.

2.8.8.2 INSPIRBGplus cybersecurity enablers

The INSPIREGpIus cybersecurity enablers or assets involved in this use case are:
1 Systemic
1 Smart Traffic Analyzer (STA)
1 Security Orchestrator
1 Policy Manager
The references to detailed INSPIREplus enabler descriptions are placed\ppendix A

2.8.8.3 Comments

This use case was introduced in DBpasillustrative use casdJC4.
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2.9 UC |- Evidence of delivering technical KPIs or achieving security
objectives

2.9.1 Problem description

In this use case, we have a vertical using an infrastructure provided by an Infrastructure Operator. In
order to perfectly and securely ensure his service, the #&krtinay require and impose some specific
properties from the used infrastructure. In this use case, we mainly focus on security properties. For
instance, the vertical may require that an antivirus get installed on a specific node / network function
/ service or that a specific node have a given boot configuration. The vertical can then trust it and build
a service upon it. Given that these properties are mandatory for the well running of the vertical service,
it is important to verify and monitor it. A stightforward way to verify that a required property is really

and correctly ensured is to directly challenge the infrastructure. This option implies that the vertical
installs some software on the infrastructure to monitor it, collect some data and chexktlle
required properties are ensureddowever, this will arise security issues (e.g., leak of private
information, exposure of sensitive software/ function, increase of attack vector, etc.).

2.9.2 Goals

In order to mitigate the security issues previously niened, the vertical can securely delegate the
management of this kind of software to the infrastructure operator. For instance, the vertical and the
infrastructure operator sign an agreement that specifies, inter alia, the properties that must be
ensured ly the provided infrastructure, the way to collect the data (e.qg., the infrastructure operator
can make available the source code of the software that will do the collect). The remaining step for the
infrastructure operator is to prove that the right softneahas been used to collect data and provide
the expected evidence. To do so, we can use the Remote Attestation (RA) enabler.

In this use case, we aim to provide evidence that a set of security properties (previously specified and
agreed between avertical and an infrastructure operator) have been guaranteed by a given
infrastructure while ensuring the privacy and sovereignty of this infrastructure and her owner.

2.9.3 Actors

The actors involved in this use case are:
9 Vertical: is the entity that will uséhe provided infrastructure to offer a service.
T Infrastructure Operator

1 RA server. manages the attestation service. It is the only entry point to get data or
evidence about the infrastructure. It can (a) check if a target (i.e., a node in the
infrastructure) is RA compliant and so can perform an attestation, (b) push required
software on the RA target and make the necessary setup, (c) clean up a target from RA
software, (d) return back the active RA targets and (e) run an attestation on a target
and verifythe result. To ensure all these operations, RA server controls a set of RA
Agents.

1 RA agents: collect data from infrastructure and ensure the secure computation and
delivery of an attestation result. They are available on the Infrastructure Domain
locatedeither on the virtualized layer or on the virtualization management layer and
can be in contact with the hardware, namely, a root of trust.

2.9.4 Preconditions

The required preconditions are:
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1 The agreement: the agreement will specify the code that should be used to collect data, the
way to send the attestation result and evidence, frequency (e.g., on demand or periodically)

1 In some cases (e.g., hardwdrased attestation), a root of trust cde required
2.9.5 Basic flow

Figure25 gives an overview of the API that can be used by a vertical to verify a given property.

CheckRA

InstantiateRA

RRAARequest

L0 B

RA Agent T1 ‘ RA Agent T2

"I'"""""'I"'"' TETmmmTmm s s m e

Figure25: The RA API that can be called by a vertical

Management APls

T CheckRA (targetID, param): This command enables to checkibdee«targetiD» is
able to run a RA.

1 InstantiateRA (targetID, type, param): This command triggers an instanciation of the
required code in the node « targethp If the instanciation succeeded, theargetID»
is added to the internal registerRunnirgRA»

RRARequest: This command returns the lRurningRA.

EndRA (targetlD, param): This command triggers the deletion of the RA related code
running in the node &argetlD». If the deletion succeeded,targetID» is deleted
from the internal regiter « RunningRA

Service APIs

1 RARequest (targetlD, type, param): This command run the RA code on the node
«tragetID» if the node «argetlD» existes in the internal registerRunningRAe.

1 RAVerify (SIG, targetlD, param): This command enables thieatoifi of the result of
a «RARequest if the node «argetlD» existes in the internal registerRunningRAe.

GLI NI YéE Aa by SyLiie FASER GKFG OFy O2ydlAy | RR
2.9.5.1 Diagram

In Figure26 we show the exchanges between the Vertical and the Infrastructure Operator (RA Server,
Agents) to have an attestation from a target. The attestation will help the Vertical to check whether
the target ensures a given property. For the sake of simpliceysathematize only two agents, but we

can have more agents associated to an RA server. The agents can be on the same target or in different
targets. We also omit the parameter of the commands.

Step 1: Check if the target is RA compliant
Sequence £B)
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Thevertical provides a target ID to the RA server to check if this target can perform an RA. The target
ID can be for instance an IP address.

Step 2: Instantiation of the RA service

Sequence 42

If the target is RA compliant, the vertical can ask to insitethe RA service on it. Upon receiving this
request, the RA server checks first whether the target is already instantiated and ready to perform
attestations (6). If it is the case, the vertical can ask for an attestation (Next sequence). Otherwise, the
RA server will upload and instantiate the target.

Step 3: Attestation request
Sequence (130)

In this sequence, the vertical should precise the type of the requested attestation (e.g., deep
attestation[9]). He can also provide some parameters needed to compute and verify the attestation
like a nonce. Upon receiving the request, the RA server triggers the corresponding agents running on
the target.

Step 4: End ahe service
Sequence (224)

When the vertical receives the requested attestation, he can decide to clean up the target from all the
RA materials.

2.9.6 Post conditions

The use case ends successfully if:
1 Thetargetis RA compliant, i.e., can install thes®&fware and can run the RA protocol.
1 The RA Agent correctly installs the RA software
1 The quote (computed by the RA agent) is valid:
A The signature is valid
A The key certificate is valid

A The signed message (i.e., measures) is valid.
2.9.7 Success criteria

Our godin this use case is to find the right balance between the security of the service provided by
the vertical, the security and privacy of the used infrastructure, and the sovereignty of her
Infrastructure Operator. In this context, RA enabler can be efast. Indeed, RA protocol can enable

the vertical to check that a given property is ensured by a specific node. However, this can breach the
privacy and security of the infrastructure (threatening the sovereignty of the Infrastructure Operator).
Indeed, he vertical must upload some software in the designhated node and hence can collect private
data and interfere with the basic operations of the infrastructure. In order to prevent this kind of
security breaches and reduce the attack vector on the usedstifreture, the main idea is that only

the Infrastructure Operator can directly communicate with his infrastructlieverify a property on

the infrastructure, the vertical has access to an API provided by the RA Server. Obviously, this implies
that the vatical and the Infrastructure Operator (i.e., RA server) previously agreed on the means (e.g.,
the software to be used, the data to be collected) to check a given property. Consequently, the RA
enabler will prove to the vertical that the right means haweb used to check a specific property
enabling the vertical to trust the results of the RA enabler.
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2.9.8 Use case summary

The main idea of the use case is to enable a vertical usingfrastructure to verify some security
properties about this infrastructure without impacting the privacy and security of the infrastructure
neither the sovereignty of the infrastructure Operatdfirst, the vertical and the Infrastructure
Operator agree n the means (e.g., the used software, the type of the collected data, frequency of the
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server will then prove to the vertical that a security property usignteed by proving that the right
means have used to do so.

2.9.8.1 Mapping on INSPIREGplus architecture

The RA enabler (designated by the orange circleignre27) can be part of the trust management
domain namely the RA server. Regarding the RA agents, they are part of domain infrastructure /

resources.
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Figure27: UC | mapping to INSPIRGplus HLA

2.9.8.2 INSPIRBGplus cybersecurity enablers

The INSPIREGpIus cybersecurity enablers or assets involved in this use case are:

1 RA (Remote Attestation)

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
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2.10 UC J Isolation of critical components over virtualized infrastructure

2.10.1Problem description

The aim of this use case is to show a first Trust and Liafviityagement concepts on a virtualised
infrastructure for a 5G type ecosystem.

The existing or planned legal and standard frameworks and vertical needs show that 5G and B5G
infrastructures will have to meet heterogeneous requirements (e.g. CybersecurityNA8t directive

and regulations or standards related to 5G verticals like eHealth, Transport, Energy, Vehicular, industry
under Sevestdirective, etc.), and be able to dynamically (almost in a near real time) atlaptsimple
(state-of-the-art) strategy to implement the highest level of security (CyberSecurity Act has defined 3
levels: Basic, Substantial and High for system and prodsstirancelevels) is unrealistic. Some
requirements may be incompatible. Most use cases do not need the strongesibj@security level.
Verticals will be reluctant to pay for services that they do not need and do not use. And maintaining
such a security level for all network and service components is a massive task that could increase the
costs of some configurations an unbearable manner.

2.10.2Goals

The use case objective is to demonstrate andemand isolation service over a virtualized
infrastructure and deliver evidence that the isolation is achieved for the critical components, under
the agreed conditions establistidetween partiesThis use case resolves 2 majors security issues:

9 First, in a virtualized environment, under the state of the art, the request of isolation of critical
services from basic services is not resolved and generally leads to the request ito pu
production dedicated physical infrastructure to operate those critical services (for instance a
dedicated physical infrastructure to operate virtualized Lawful Interception services in
communication networks). By formalizing those security requirermeimt terms of ce
localization constraints or level of criticality we could support them thanks to a placement
optimization algorithm- the new orchestration of physical resources to serve the needs of
those services (critical and basic). This placementridiign takes into account several
constraints and could manage in the near future latency (end to end slices) or energy
consumption to compute the optimal orchestration over mudgliie infrastructures.

1 Second, as we commit to isolate critical services flaasic services, we need to be able to
demonstrate without given direct physical access to the infrastructure that commitrisent
fulfilled. The Deep Attestation framework proposes an elegant way to resolve this issue as long
as we can agree with the Client the way to measure this isolation. In our specific useease
claim services are isolated between each other regarding #fiity or criticality constraints
and deliver the tool to collect on each physical server the cartography of active services and
their criticality level. As the Deep Attestation framework operates this security properties on
each requested servers and goects (by digital signature) each property thanks to the
attestation scheme, we could in consequence deliver evidences directly to Client that we have
resolved in the right way affinity and as#ffinity conflicts on each targeted server.

7 https://eur-lex.europa.eu/eli/req/2019/881/0j

8 https://eur-lex.europa.eu/eli/dir/2016/1148/0j
9 https://eur-lex.europa.eu/eli/dir/2012/18/0j
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2.10.3Actors

The acors andtheir roles involved in this UC are:

1
1
1

)l

Virtualized Infrastructure Operator
Client / Vertical which requests isolation of its critical services
Deep Attestation framework: which operates measure to deliver evidence

The Placement Optimization Systenuptied with infrastructure Orchestration System

2.10.4Preconditions

Client has predefined its slice or chain of components to be operated over the infrastructure;

Client and Infrastructure Owner commit to the subset of Client critical components, which
need to beisolated from other components (third party) operated by the infrastructure owner;

Client and Infrastructure Owner commit on the way to measure effectiveness of components
isolation, based on tools proposed by Infrastructure Owner.

2.10.5Basic flow

The basic @iw of actions of the actors and the system:

1.

Infrastructure Operator deploys components according to isolation requegtperforms
components placement optimization with security constraints;

The isolation is measured according to the agreezhsurement method and the evidence of
isolation is delivered to Client;

In the component operation phase Client may request delivery of evidence of isolation in an
on-demand manner.

On each request the isolation is measured according to the agreed measarenethod and
the evidence of isolation is delivered to Client;

2.10.5.1Diagram

Figure28illustrates the basic flow of UC J.
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Figure28: UC J diagram

2.10.6Success criteria

e
e

/| ftASYG YR LYFNF adNHzOGdzNBE hgySNI | ANBS 2y
proposed way to measure isolation effectiveness (connected to Deep Attestation framework).

2.10.7Use cassummary

Client requests a specific security service to protect its production chain and the infrastructure
provides evidence of this security service effectiveness.

2.10.7.1Mapping on INSPIREGplus architecture

The proposed use case can be part of the trust ngengent domain thank to the RA server, and part
of domain infrastructure / resources thank to:

1 RA agents
1 Security by orchestration enabler that controls the orchestration delivered at infrastructure
domain.

The Client request for its componenisolation is naturally part of Policy and SSLA management
component
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Figure29: UC | mapping to INSPIBGplus HLA
2.10.7.2INSPIRBEGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this sefioa first implementation
level)are:

T Security by Orchestration enabler

1 Remote Attestation enabler

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A

2.11 UC K Placement of MEC Applications with Security Constraint

2.11.1Problem description

Multi-access Edge Computing (MEC) is one of the key enablers in 5G, offering to external parties
computing capabilities very close to end users. The main advantage of MEC is the location of computing
resources, that minimizes both the latency of communimat between devices and relevant
applications and consumed core network bandwidth.
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Figure30: Multi-layer edge hosting infrastructure model

The resources available in multiple geographically distributed locatieigsire30) are limited and

more expensive than in the central cloud, thus the placement optimization of MEC applications
becomes competitive advantage for servimevider.However, the diversity of the Verticals Industries
(e.g. Healthcare, Logistics, Media and Entertainment, etc.) and theirs applications, results in additional
heterogeneous requirements related to application hosting services. Security relateidenegnts are

often imposed by specific domain security regulations. Requirement of isolating sensitive workloads
from nonsensitive ones is derived from fact that the malicious application can be deployed among
benign applications in MEC hosting envirommthat serves multiple tenants and enables execution

of userprovided code.

This requirement can be the part of Security SLA related to MEC application hosting and needs to be
supported in the application orchestration process.

2.11.2Goals

The placement of ME&pplications in Edge data centres is performed by MEC Orchestrator taking into
account required performance and latency. The optimization of applications placement needs to be
extended with security constraints (defined in SSLA).

For fulfilling isolation @nstraints, the following hypothesis is useMEC application instances can be
placed on the same physical node if and only if each of them has security level equal or higher than the
maximum of requested isolation levels by each of them

It assumes thatecurity levelsec_Ivis assessed for each MEC application and application owner may
request isolation_levako_lvinot higher thansec_Ivi

QiEL A Q@ U &
2.11.3Actors

The actors and roles involved in this use case

1 MEC ServicBrovider (MSP) entity operating MEC hosting service.

1 MEC Infrastructure Prader (MIP) entity operating MEC infrastructure.

1 Edge Application Providers / Verticals (AP1, AP2, ..., ARultiple entities elivering MEC
applications to be deployed on BLC infrastructure, together with all data needed for
application placement (including security constraints).

MSP and MIP can be embodied by the same legal entity.
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2.11.4Preconditions

The preconditions include:

1 The detailed description of infrastructure topgly is available for MSP and includes
parameters of data centres, servers and connections (all infrastructure parameters used for
placement optimization)

1 Application Providers prepare applications to be deployed in MEC and specify requirements
related to latency, isolation level and required resources for each estimated location of
application instance.

1 The security level for each application is determined in the assessment process.
a{tQa a9/ 2NOKSaGNF GA2Yy LINPOSaa rdsdurces of S (i 2
applications meeting all requirements (including isolation).

2.11.5Basic flow

UC Kincludes the following sequence of actions:

1. Application Providers (Verticals) express their security requirements related to 5G services
they use including ME&pplication hosting (isolation leveljhese requirements are included
in Security SLA.

2. Application provider requests to deploy the set of MEC application instances according to
presented requirements related to latency and isolation level and requireduees and
location for each application instance.

MEC Orchestrator in MSP ingests the description of infrastructure.

4. MEC Orchestrator in MSP aggregates MEC applications data and requests calculation of the
optimal placement for all applications instandaghe given infrastructure.

5. Based on placement optimization results, MEC Orchestrator sends appropriate MEC
application instance deployment requests to respective MEC Infrastructure Manager in MIP
which instantiates requested MEC application instances specific servers of MEC
infrastructure.

The modification of placement (changing number of instances, adding or removing MEC applications)
requires new placement optimization and deployment cycle. The optimization algorithm should take
into account alreadyunning instances and minimize their relocation.

2.11.5.1Diagram

Figure3lillustrates the basic flow of UC K.
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Figure31: UC K diagram
2.11.5.2Alternative Flows

The execution of MEC application on indicated server can be protected by anchoring a VM of MEC
application instance to a specific location. Various anchoring schemes offering different security levels
can be established, all based oruadtional dependency from the software to a platfogpnovisioned
ASONBU® ¢KS LINRPGOISOlA2Y 2F GKS &aSONBGZ ylYSte

2.11.6Post conditions
After deployment of MEC applications instances on MEC infrastryctbee support of isolation

requirement according to the assumed hypothesis should be verifidbke verification results should
be made available to Application Providers.

2.11.7Success criteria
The placement of MEC application instances should be optimale wkeeping the security
requirement, the following optimization criteria can be considered:

9 Latencyg the overall latency of all instances should be minimized: such a placement will offer
the best quality (the lowest latency) for application users, butill enforce use of servers
located close to devices (which are typically the most expensive), however, for some
applications, improvements of latency beyond the required level can go unnoticed,;

T Costg the cost of running all application instances (tbest of used vCPUs) should be
minimized: it will give competitive advantage for application/service providers hosting their
application in MEC;

1 Energy consumptiorg the cost of energy for running all application instances should be
minimized: it will prefe more energy efficient edge servers to support greener operations.

The final success criten is optimal placement of MEC applications over available infrastructure while
keeping the security constraints defined in SLA.

2.11.8Use case summary

This use case illustrates how the security requirements related to isolation can be used within MEC
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application orchestration process.

The proposed physical separation based on the security level of other applications sharing the same
resources is the inl approach to define security constraints. Other solutions can use improved
virtualization mechanismes, isolation monitoring during runtime, etc.; but in every case, the isolation
constraints impact the placement of applications over available resources.

2.11.8.1Mapping on INSPIREGplus architecture

TheFigure21 shows which HLA elements in a domain are involved in the UC and their interactions.
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Figure32: UC K mapping with the HLA functional component
2.11.8.2INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

1 Security By Orchestration for MEC enableimplements the placement optimiziain
algorithm.

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
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2.12 UC L- Secured and Sliced ACCA (Anticipated Cooperative Collision
Avoidance)

2.12.1Problem description

Vehicular communications are expected to generate a considerable traffic volume in the near future,
because of the different communications that may occur within ar@lind a vehicle (i.e., vehicle to
vehicle, vehicle to pedestrian, etc.). Security becomes important not only for the data but also for the
safety of the people. This UC is based on the experience obtained during the development of the
Anticipated Cooperate Collision Avoidance test case belonging to the EC 5GCroco project.

This UC is illustrated Figure33andit is focused on the automotive vertica his UC proposes a road
scenario with two Roa&ide Units (RSUs) and a Central Node (CN) using an application to exchange
messages. The RSUs gather the information sent by a set of vehicles moving across a road and forward
it to the CN. By sharing infmation, vehicles may communicate with each other and inform about the

road status (i.e., accidents, traffic jams, etc.) and so, each vehicle may adapt itsTrasé)C shows

the cooperative vision side of the nefrture automotive services and scenagjdor this reason it is
necessary to ensure that all the information shared among vehicles and the infrastructure contains
what it really happens in the road and near surroundings. For this reason, this UC studies how to
protect all the benign nodes frona malicious one aiming to distribute a fake accident (i.e.,
disinformation attack).

Zone B

Figure33: UC L scenario.
2.12.2Goals

The goals of this U@re the use of Network Slicing and the-cenfiguration of its elements. More
specifically, this UC aims to deploy a Network Slice for a communications vehicle application between
the two RSUs and the CN with a set of Security Functions (SFs) containing a Firewall for each RSU and
an Intrusion Detection System (IDS) in the CN. fdféa coming from the RSUs will be analysed and

the IDS will determine whether a vehicle can be trusted or not. Depending on it, its traffic will be
blocked by the firewalls. The main goal is teconfigure an Endo-End (E2E) Network Slice using
Securiy Service level Agreement (SSLA) to block the fake traffic generated by a malicious vehicle.
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2.12.3Actors

The actors and roles involved in this UC are:
1 Service Provider (SP)
1 A set of vehicles (Ann, Bob, etc.)
1 A malicious vehicle (Mallory)
1 Mobile NetworkOperator (MNO}> Owner of the RSUs and Central Node.

2.12.4Preconditions

In order to demonstrate the complete use case, a Network Slice using Security Service Level Agreement
(SSLA) must be deployed. This Network Slice is illustratédjime34 and it is composed by a V2X
Communications Application with a central MQTT Broker and two child MQTT clients. Moreover,
attached to them, there are Security Functions (SFsptdrol possible intrusions and block them.

Cloud DC Netwgrk Servi_ces
V2X Comm. e (Security Functions)
| Dsisction Network SLICE Automotive
Broker (NS1) System (NSA) (NS1 + NS2 + NS3)
Vehicular MEC-1 ‘
- V2X Comm. :
|_ .
g Child MQTT | F('riles""sa)" Q) a ~
L s2) )
("Vehicular MEC-2 A
V2X Comm. .
Child MQTT F('[[leswca)” (R
(NS3)
- Y,

Figure34: Network Slice Design for the UC L

The first precondition is the correct deployment of the Secured Network Slice. Then the second
precondition is the creation of a set of kieles (Ann, Bob, etc.) with one of them being the malicious
attacker (called Mallory).

2.12.5Basic flow

The basic flow consists of the following steps:

1. Normal Operation: Once the Network Slice and the SFs are deployed, the service is ready to
be used by all theehicles which travel across the road using that service.

2. Attack Begins: Mallory starts to generate fake information describing a car accident to disrupt
the normal flow of the traffic on the road.

3. Malicious Data Detection: The V2X IDS detects theranioag data flow and based on the
SSLA, the appropriate action is applied to solve the situation. The firewalls placed in the Road
Side Units (RSUs) areaenfigured in order to block the malicious data.

4. Attack Blocked: The malicious data from Roblaxked and not distributed, ahso, all the
non-malicious vehicles can get the real data to move normally.
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2.12.5.1Diagram

Figure35illustrates the basic flow of UC L.
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Figure35: UC L attack and remediation diagram
2.12.6Post conditions

The final result will lead to the following post conditions:

1 the E2E Network Slice and the Security Function containing a Firewall-eoafigured and
updated. By doing this, the latest information is added in order to block the traffic coming from
the evil vehicle.

1 the evil vehicle does not obtain any benefit or geate any trouble, so its existence is not a
danger anymore.

2.12.7Success criteria
The goal will be achieved if after the intrusion is detected, the Network Sliceafgured and the

YIfAOA2dza GNI FFAO 3ISYSNIGSR 0@ tdhded amoygitielinRed NI &
nodes.
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2.12.8Use case summary

2.12.8.1Mapping on INSPIR&EGplus architecture

This UC focuses on the deployment of a Network Slice and its reconfiguration based on a condition.
For this reason, the HLA elements involved in this UC are illudtiafggure36.
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Figure36: UC L mapping with the HLA functional components

This UC aims to solve security situations generated on a vehicular scenario by using SSLAs to react
against an attack that tries to generate fake information. Showcasing SSLAs and Policy Management
(Section 2.7 in D2[B]) is the main objective. In this UC, the use of SSLAs at a Network Slicing level will
allow to deploy security elements around the Network Slice for an automotive vertical. ByS&iAg,

this UC presents how a set of security resources will be configured and then monitored, in order for

the whole system to react when a malicious action appears and finally solve it.

2.12.8.2INSPIRBGplus cybersecurity enablers

TheINSPIREGplus cybersecurity enablers or assets involved in this use case are:

1

Secured Network Slice Manager for SSLA: to manage the Network Slicing resources and their
association with an SSLA.

Security Orchestrator: to manage the secuptficies around the Network Slice.

SSLA Manager: to manage the SSLA objects available to define the security requirements
around the deployed Network Slice.

Policy Framework: to manage the policies available to be implemented based on certain
conditions (@ attack, missing resources, etc.)

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
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2.12.8.3Comments

This use case is closely associated to thelBZ3GCroCo Anticipated Cooperative Collision Avoidance
use case requiring retime operation (i.e., high reliability and low latency). Within the context of
INSPIREBGpIus, it was introduakin D2.2[6] asillustrative use caskJCland it was planned to be part

of the test case number 1 described in DEB], but based on the project requirements, this UC has
evolved to become part of one of the final demonstrators (Demo 1).

2.13 UC M - Trusted and Collaborative Crod¢mrder ACCA (Anticipated
Cooperdive Collision Avoidance)

2.13.1Problem description

This UC keeps the vehicular environment like the previous UC, but this time its focus is on the
deployment of E2E Network Slices in a citoegler scenario. With the cexistence of different
operators, a posbie distrust among them by lack of a common trust mechanism or public data
available may be generated which will need to be managed and solved. While the common solution
on this kind of scenarios is the use of contracts and agreements, this UC proposss ti€8lockchain

to generate trust among the different operators and other actors and allow the collaboration among
them to deploy E2E Network Sliced composed by certified elements. Like the previous UC, this is also
based on the experience obtained dugithe development of the Anticipated Cooperative Collision
Avoidance (ACCA) Test Case belonging to the EC 5GCroco project.

2.13.2Goals

The scenario of this UC is presenteéigure37: UC M scenari@nd itaims to use a vehicular scenario
in which different cros$order operators work together to deploy an E2E Network Slice for an
automotive service by collaborating with each other using Blockchain to control the mudtaye.
The deployed E2E Network Slice will be composed only with certified resources.

This UGims to add trustworthiness to any deployed network slice by ensuring that all the components
composing a network slice have been previously certified and its related actions are shared and
publicly known among all the players through a Blockchain netwidris UC focuses on the fact that

in the future, operators will not be an isolated entity, and so, they will need to cooperate and
collaborate among them. Blockchain is the key element in this UC as it allows to define and implement
a trustbased solutiorwhere the service providers may request the deployment of E2E Network Slices
across a multoperator domain scenario. The fact of using Blockchain will allow the definition of a
common set of rules (using Smart Contract objects) to ensure a trustworthiramsparent use of the
different domain resources.
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Figure37: UC M scenario

Blockchain keeps track and makes public the E2E Network Slices and their eleémen&twork
services and functionsThe Blockchain network wile composed by Network Slice Managers (NSMs)
and SoftwareDefined Network (SDN) Controllers belonging to the different operators.

2.13.3Actors

The actors and roles involved in this UC are:
1 Service Provider: The owner of the deployed service.
1 ServiceDeveloper: The designer of the deployed service.

1 (Crossbhorder) Operators: Owners of the RSUs and Central Node.

2.13.4Preconditions

A Blockchain must be configured and ready to work having a set of SDN and NFV Controllers/Managers
from different domains as itsgers.

2.13.5Basic flow

The basic flow consists of the following steps:

1. Network Slice Resources Design and Certification: A Service Developer designs a set of
descriptors to deploy Network Slice resources and checks them with the Component
Certification Tool.

2. Network Slice Resources Distribution: If they are certified, they are shared in the Blockchain
so the other peers may trust them and requests a deployment of those resources.

3. Network Slice Deployment: A Service Provider may deploy Network Slices usinggsdmm
the different crossborder operators in order to offer the automotive communication service.

2.13.5.1Diagram

Figure38illustrates the basic flow of UC M.
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Figure38: UC M certified blockchain network slice resources selection and deployment diagram
2.13.6Post conditions

The resultshould be the acceptance and deployment of the Network Slice Templates (NSTs) and its
components that were previously validated and tagged as trustworthy.

2.13.7Success criteria

The goal will be achieved only if the trustworthy NST and components are accepteléployed and
any Service Provider is able to deploy a -#trustworthy NST using a Network Slice Manager
participating in the Blockchain system.

2.13.8Use case summary

2.13.8.1Mapping on INSPIREGplus architecture

As this this UC is based on the use of the DLT téagpowithin the INSPIRESplus HLAR{gure39),
it is closely related to the Trustable Data Collection distributed in both: the E2E addrtizns below.
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Figure39: UC M mapping with the HLA functional components

This UC shows a scenario in which trust among different actors is the key aspect. To generate this trust

among them, this UC makes use of Distributed Ledger Technolog@®(S3.2 in D2.8]). In this UC,

the DLT is implemented to manage in a collaborative way the deployment of Network Slices resources

in a crosshorder scenarioThe key element to implement this collaborative procedure is the use of
Smart Contracts. Smart Contracts will allow the exchange of information and to trigger different
procedures in a public and transparent way, so all the peers involved in the Blockehaork will be
aware of any action in the deployment proceduviithin the HLA, the functionalities implemented in

GKS SylLof SNA dzaSR I NB GKS
domain and E2E level.
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2.13.8.2INSPIRBGplus cybesecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:

1 Trusted Blockchaibased Network Sliceshis enabler allows to a Network Slice Manager
and/or an SDN Controller node to become part of Bleckchain network

1 Component Certification Todahis enabler would manage the data objects to certify that the
elements describing a Network Slice could be trusted by all the peers in tlokcB&in
network.

The references to detailed INSPIREplus enaldr descriptions are placed &ppendix A
2.13.8.3Comments

This use case is closely associated to thelBC3GCroCo Animated Cooperative Collision Avoidance
use case requiring redgilme operation (i.e. high reliability and low latency). Finallys tlise case was
introduced in D2.26] asillustrative use cas#JC2and it was planned to bgart of the test case number

1 described in D5.[8] but based on the project requirements, this UC has remained as a UC with some
enabler initial results delivereith D4.1[4].

2.14 UC N- Endto-End Slice Protection based on Moving Target Defense and
Anomaly Detection

2.14.1Problem description

Novel telecommunication networks iBG/B5G present growing complexity as Mobile Network
Operators (MNO) get more decentralized, using Matitess Edge Computing (MEC), and more
virtualized, using containdrased and VMased network functions. With MEC, services become
distributed over muliple nodes physically closer to edévices and with direct access to the RAN.
With the virtualization, the heterogeneity of the environment increases with the diverse nature of the
hosted services, ranging from Ultra Reliable Communication Latency (UikiriaS¥ive Machine Type
Communications (mMMTC), and enabling the development of network slices.

Network slices are challenging systems to protect. The main problem relies in their significant attack
surface, coming from the aboweentioned properties. They can be attacked at the physical layer,
starting from the infrastructure hosting and running them. For instance, MEC edge nodes are usually
in public areas and are physically more accessible than the Core Network.

The virtualization layeran also be another root cause for security incidents. For instance, a network
slice is composed of several network services (NS), some of which may be shared among other network
slices, reducing their isolation. In largeale systems such as telecommuti@anetworks, the impact

of an attack propagating through shared NSs could be catastrophic. Shared VNFs could be tampered,
i.e., maliciously modified to use it as a vector for other attacks, such as Command and Control (C&C).

The management of network sés is under the responsibility of the MNO, who generally does not
have full access to them as they can be provided to third parties as private networks. Along with the
fact that traffic is mostly encrypted, the MNO has to heavily rely on traffic anailyfs;ing on what

is an expected traffic behavior and what is an anomaly.

To conclude, in order to protect all the different running network slices in lacagde infrastructures
from the abovementioned threats, the security management has to be autordatesponsive, and
adaptive to the various incidents.
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2.14.2Goals

To solve each of the aboveentioned problems, UC N aims to improve the proactive and reactive
protection of network slices. Firstly, the use case aims at collecting resource usage and netwimk met
through multiple points of the 5G network to assess the network state intie@ and detect
anomalies or security incidents such as intrusion and network attacks. Secondly, the use case aims at
using Moving Target Defense (MTD), which mechanism shift the NFV network components, for
proactive and reactive protection. Proactively, this reduces the time window attackers have to collect
intelligence on the network, organize an attack plan, and perform the attack. Ideally, it would become
impossibleto conclude such steps in the allowed time window. Reactively, MTD operations could be
used to mitigate ongoing detected attacks such as (C&C), DDoS, VNF tampering, and network slice
compromises.

2.14.3Actors

The actors and roles involved in this UC are:

The MNO managing the 5G infrastructure

The Service Provider (SP) deploying its services over the MNO infrastructure

The Network Domains of the 5G network (i.e. RAN, Core, Transport, and Edge domains)
An attacker

E

2.14.4Preconditions

For the deployment of UC,khe preconditions required are the same as previously listed in D2.2,
namely:

1 An operational 5G SA implementation, including the actor Network Domains, a MEC edge
node, and eneusers connected with UEs.

1 At least two network slices running concurrently;eooperating as the MNO public network,
and one as a private SP network slice. Network slices have different service requirements, e.g.,
eMBB, URLLC, and/or mMTC.

1 An attacker who can get access to an edge node and publicly interfaced VNF or NS.

2.14.5Basic flow

The operational flow of actions of this security mechanism comprises five consecutive phases:

1. The probes at different locations of the Domain Infrastructure Resources level (as defined in
the INSPIREGplus HLA architecture depictedrigure39) collect monitoring data and send
them to the Monitoring Framework.

2. TheMonitoring Frameworlparses and processes the raw data, feeding them to the Security
AnalyticsEngine.

3. Different anomaly and attack detection services in 8exurity Analytickngine (i.e., SAF and
System enablers) generate higHewel data and security alerts, feeding them to hecision
Engine

4. In theDecision Engine, the OptSFC enabler deadestigation or a prevention MTD action,
forwarded to the MTD controller for enforcement.

5. The MTD controller, which is a part of the Security Orchestration, coordinates with the
network slice manager to enforce the MTD action in the relevant slice(s) amusnp.

2.14.5.1Diagram

FiguredOillustrates the basic flow of UC N.
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2.14.6Post conditions

UC N presents a continuous process following the modus operandi of a -tbagednd seHdriven
operational flow. The postondition is a working cognitive cycle of {monitor, analyze, decide, and act}
phases as previously described and depicteldigure4O.

2.14.7Success criteria

The provided security use case is successful when:

1 the probes effectively collect the needed metadata on network traffic amdource
consumption

1 the Security Analytics Engine positively detects security incidents and tampering attempts and
alert the network protection chain for further mitigation actions

1 the Decision Engine performs the right decision on an MTD operation titigiates (in case
of alert from the Security Analytics Engine) or prevent (in case of proactive action) security
incidents

1 the MTD controller and the network slice manager enforces the MTD action over the specific
network slice component (VNF or NS)

2.14.8Use cae summary
2.14.8.1Mapping on INSPIREGplus architecture

As depicted irFigure41the HLA components (described in D2.1) involved in UC N are:

1 The Security Dat@ollector, specifically providing monitoring probes

1 The Security Analytics Engine, providing an anomaly detection system and a VNF tampering
detector

1 The Decision Engine, providing a security decisiaking system
9 The Security Orchestrator, providing af Bl controller
I The Service Orchestrator, providing a Network Slice Manager
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Figure41: UC N mapping with the HLA functional components
2.14.8.2INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assat®lved in this use case are:

MMT probes

Security Analytics Framework (SAF)
Optimizer for security functions (OptSFC)
Systemid/NF tampering detector

MTD controller (MOTDEC)

Network slice manager (Katana)

E R W

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
2.14.8.3Comments

This use case wastroduced in D2.26] asillustrative use cas#JC6.
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2.15 UC O Secure and privacy enabled local 5G infrastructure

2.15.1Problem description

With the advent of the networking and computational services, the users may tend torledgerking

and computational resources and data processing services from multiple service providers/operators.
These may include larger scale mobile network operators, local 5G network operators, cloud service
providers, etc. Local network operators maypttey their network infrastructure including botBase

Station (BSnd backhaul networks. A certain customer may request for a network slice that composed
of resources offered bynultiple operators.Edge computing services are deployed closer to the loT
nodes for local data processing. 0T tenants offer various smart services or contents based on the data
collected by IoT devices. 0T tenants may lease the networking and computational resources, and data
processing services from multiple service providepgf@tors. In such a scenario, a brokering
mechanism that allows different service providers/operators to come to a common platform and
formulate a network slice in a secure and automated way. The challenge is to evaluate the slice
resource requirements agiast the resource availability over different network domains such as RAN,
transport and core. Brokering mechanism should not be performed/hosted by a single entity. Which
will be again become a centralized architecture. Therefore, using DLT for brokegtiganism will
provide a good platform for distributed network architectures

Further another key challenge is ensuring security requirements of tenants such as user privacy and
resource request parameters submitted by each individual.

2.15.2Goals

Our goal igo use a hierarchical Blockchain network to develop a secure and privacy enabled federated
slice brokering mechanism for 10T tenants under the umbrella of a multi operator platform. In our
solution federation refers to the orchestration of services (ireetwork functions, computational
resources, etc.) offered by multiple local operators. When an 10T tenant initiates a request for a

LI NI A Odzft F NJ aSNWAOS RSYIFIYRAYy3 | &St 2F NBaz2dzND
orchestrate the lifecycle d the network slice in a secure, automated and scalable manner. In this case

the slice broker performs as a mediator between IoT tenants and the local 5G operators. Based on the
tenant request, received from loT tenant, the broker will create a netwoxe dihat fulfils the
requirements of the requested 5G services. This can be a-opétiator endto-end slice where

network and computation resources can be provided by different operators.

The key objective is to utilize the infrastructure offered by lamaérators in a secure way while
protecting the user privacy to provide them required networking services and resources without
revealing their identities.

loT tenant cluster represents a collection of 0T nodes and edge computing nodes that are restricted
to a limited geographical area. Brokering mechanism maintains a common queue to store the past and
anticipated service/resource requests emerging from the clients, the possible E2E slice formation that
fulfils their requests, availability of networkingchinomputing resources at the providers, traffic status,
etc.Operator/Service provider cluster (Infrastructure cluster) denotes the virtual/physical
resource/infrastructure providers which are also considered as local operditignsré€42).
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Figure42: UC O diagram
2.15.3Actors

The actors and roles involved in this UC are:
1 Mobile Network Operator (MNO) / Local 5G operator
1 loT tenant

1 Fog nodes
2.15.4Preconditions

MNOs/Local operators should provide the available network/computation resources and their current
status via the respective network slice managers. In addition to that, a reputation metric is assigned to
each MNO and this value is taken basgdthe inputs given by the SSLA manager. These records are
stored in a database maintained by the network slice brolére storage of these records in the
blockchain network is intended to perform in a privacy preserved manner.

2.15.5Basic flow
loTtenants create the individual service/resource requests to fog nodes. An additional security service

is provided by the slice broker to eliminate the possible DoS/DDoS attacks at this point.

Based on the demand asked by the loT tenants, Fog nodes irnliatesource requests, create the
network slice template using secure and federated slice brokering (SFSB) mechanism and broadcast
the slice request to MNOs/ local operators.

SFSB mechanism maps the best match for a particular resource request with werlnstice offer
given by the respective resource providers.

Fog nodes grant access IoT tenants to consume the slice upon selection by the brokering framework.
2.15.5.1Diagram

Figure43illustrates the basic flow of UC O.
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Security Service Blockchain (SSB) Slice Manager loT tenant SFSBroker SSLA Manager

loop [Security Check]

MNO resource synchronization
message verification against DoS attack

loop [Synchronization]

Network resource
and unit price synchronization

(1) Tenant resource request with Security requirements

<

loop [Security Check]

(2) Slice request verification

against DoS attack
(3) Verified tenant resource request with Security requirements
loop [Select NST with SSLA]
(4) Run slice selection algorithm

(check resource availability and security services).

(5) Create SSLA
(6) SSLA establishment
notification
(7) NST deployment request
(8) Slice creation and offer
Security Service Blockchain (SSB) Slice Manager loT tenant SFSBroker SSLA Manager

Figure43: UC O diagram
2.15.6Post conditions

The use case ends successfully, when the broker is able to formulate the Network Slice Template (NST)
dynamically which maps the securityguérements and the resource requirements of loT tenants.

2.15.7Success criteria

Separate private permissioned Blockchains are maintained to keep the records among IoT tenant
clusters, at brokering mechanism and among local operators.

2.15.8Use case summary

The use case aims to use network slice brokering service to provideoendl network slices in a
secure, automated and scalable manner under a rapgrator platform. It proposes secure and
privacy enabled local 5G infrastructure that support mtgdtiant multi-operator scenario in line with

the close loop framework by ZSM. Secure network and resource allocation is performed by the network
slice broker developed by DLT where the smart contracts are used to activated different functionalities
of the slicebroker. Secure Slice selection algorithm is designed using game theory and Reinforcement
learning and the data bases are maintained in a privacy enabling manner. The slice broker
communicates with the slice manager of the local 5G operator to receiveedmurce availability,
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Y,

pricing values, and slice creation. The process is also supported by a BlodladednSSLA manager
service which is running as an additional service on top of the main brokering service.

2.15.8.1Mapping on INSPIREGplus architecture
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Figured44: UC Qnapping with the HLA functional compone

2.15.8.2INSPIREBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets in
1 SFSBroker

1 Network slicenanager(Katana)

volved in this use case are:

The references to detailed INSPIREplus enabler descriptions are placedjppendix A

Copyright © 2019 2022 INSPIREGplus Consortium Parties

Pager6 of 125



D2.3: Final Report on Advanced 5G Security Use Cases @

2.15.8.3Comments

This use case was introduced in D@Pasillustrative use casd8JC10.

2.16 UC P- Intelligent and Secure Management of Shared Resources to
Prevent (D)DoS

2.16.1Problem description

Dealing with security threats is a newemding task where attackers continuously renew their
strategies. The security provider needs to always find and adapt to new threats. Taisdaabuse
game leads to moments where attackers hake upper hand with offensive strategies that thwart
deployed defences. For instance, ttentemporary (Distributed) Denial of Service ((D)DoS) attacks are
getting stealthier, having the ability to mimic genuine behaviour with-tamdwidth usage, which
allows them to evade the detection mechanisms.

This use case demonstrates the ability to do damage control when a situlatiosliceescapes direct

threat detection and mitigationin fact, the interdependence between slices due to virtual network
functions and infrastructure resources sharing rises the risk of indirect (D)DoS; that is, the direct (D)DoS
exhausts the resources of one slice, which may influence the resources shared with other slices,
affecting the availability and performance of providedwsees.In this fuzzy context, the INSPIRE

5Gplus platform needs fallback / faidfes mechanisms that protect shared resources from starvation.

As illustrated irFigured5x 'y dzy O2y iNRBff SR &O0FtAy3 dzk a0F f Ay S
exhausting the shared resources, causing potential performance degradatiStiderA or preventing

the creation of new slice C.
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Figure45: UC P scenario.
2.16.2Goals

This Use Case solves situations where undetected slice attacks trigger resource starvstianmed
infrastructure that affect other critical slices. While the UC P does not directly mitigate the threat, i
provides damage control to protect shared resources and minimizes the impact on uncorrupted slices.
or services.
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2.16.3Actors

The actors and roles involved in this UC are:

1
1

1
1

Malicious party (Mallory)
Mobile Network Operator (MNO):

0 RAN, 5GCore (CP + W\hile Edge
Legitimate mobile device users (Alpha, Bravo)

Malicious mobile users (Yankee, Zulu)

2.16.4Preconditions

)l

The main precondition for the UC P is that attacks are undetected anditigiated by the
security enablers.

The attackers need to use utisclos@ security threats or manage to game the deployed
security protection.

The direct victim and the indirect targeted slices are sharing the same physical or virtual
resources.

2.16.5Basic flow

The basic flow consists of the following steps:

1.

Two services (Aand0 ' NB NXzyyAy3d AyaARS | pD O2NB 2y
allocated to these two services are (logically) isolated in two respective slices that span from
the devices, the RAN domain, to the Core Domain of the MNO infrastructure. Thesesservice

are associated to specified SLAs.

The malicious party (Mallory) triggers an attack from compromised devices bound to the slice
B. The compromised devices are used to launch a stealthy DDoS attack against service B.

The currently deployed security assétsy., firewall, IDS) are unable to (timely) distinguish the
malicious traffic from legitimate traffic.

¢CKS FGdlFrO1 FFFSOha GKS aSNBAOSQa {[!a 27F aft
scaling operations, such as a seaje(i.e., increasig resources for the VNF) or a scale out (i.e.,
increasing the number of VMs serving the VNF) to deal with performance degradation.

The repeated autescaling operations may result in exhaustion of resources shared with slice
A: CPU, memory, network queuespplication caches, disk I/O, file descriptors, etc. For
example, the resource blocks managed by the RAN can be depleted in favour of the malicious
slice.

A damage control component should then minimize the impact on the slice B by validating and
potentially blocking the new resource allocations.

2.16.5.1Diagram

Figured6illustrates the basic flow of UC P.
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Malicious scaling
request
Malicious workload
(5] 4
Fetch slice B's
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for slice B
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“ 0
Slice A Slice B Autoscaling Module Damage Controller
Attacker Normal User

Figure46: Basic Flow of UC P.
2.16.6Post conditons
The malicious requests for scaling up/out the resources are blocked.
2.16.7Success criteria

The main success criteria are:
1 ¢KS tSIAAGAYIFGS aSNBAOSQa {[! INB YIAydlFAySR
1 The resource starvation faritical ornew-coming service is minimized.
1 Overprotection when a legitimate surge in resources consumption happens is avoided.

I The operator is notified and/or the security attack model is kept for future preventions.
2.16.8Use case summary

The main goal is tprotect shared resources within slices under-mitigated DDoS attackit
demonstrates the protection of resources in the event of over provisioning under an unmitigated
(D)DoS attack. This over provisioning is created by thesselihg ability of the infrastructure that
horizontally scales the used resources attached to @ dib cope with the demand. To prevent
malicious autescaling operations, the damage control component leverages Machine Learning (ML)
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to detect whether the scaling up/out is due to legitimate workload or rather malicious workload caused
by an applicatiodayer DDoS attack. If the workload is malicious, the scaling operation is refused.

2.16.8.1Mapping on INSPIREGplus architecture

As depicted ifFigured7, the UC involves o { SOdzNRA G & 51 G/ 2ebolr&QsageNE (2
and performance metrics from the slices via deployed monitoring probes. The collected data are
FyrfteaSR o0& GKS a{SOdaNARiGe !'ylrfedadada 9y3arayS¢s i
PeNF 2 NY I yOS YSUGNROad /2YLINAYy3I (GKS FT2NBOFraiSR ©
notified if the forecasting error is above a predefined threshold, in which case, the scaling operation is
prevented, and further measures may be takenmitigate the attack. Thisould include analysing

network traffic to identify the origin of the attack and block the attackersj/or retraining the

intrusion detection system on the new malicious network traffic to improveatsabilities in detecting

the attack in the future.

: : : Authn/Authz
Cross/Inter Domain Integration Fabric

Management Domains|

- - (RAN, CORE, EDGE, ...) Cross-Domain Data

Services
Data Services
. Authn/Authz
Trust Manager |[<{=> 1

(FE= =]
Trustable Data
Collection

Trustable Dal E"- r
\__ Collection

Security | %
Data Collector N

[security Analytics] ;

Engine <= Doma'_n
—— Integration
| Decision Engine | <= Fabric

Policy & SSLA ——@
Management | <> 4 [
J
PR ¥ —
Security [ Service -\
Orchestration & 'y ‘ Managerj‘lent \
Al / \__ Domain /I'l ]

Domain Infrastructure Resources
ﬁ (AN CONTROLLER i
. - = |
Physical = [
e s o, L
" SoN CONTROLLER b =

Figure47: UC Rnapping to INSPIRESplus HLA

2.16.8.2INSPIRBGplus cybersecurity enablers

The INSPIREGplus cybersecurity enablers or assets involved in this use case are:
1 Security Monitoring Framework (MNMHTobe)
1 Admission Controller Delegator (Ausgaling Module)
1 DDoS Mitigator (Damage Controller)
91 Decision Engine

The references to detailed INSPIREplus enabler descriptions are placed\ppendix A
2.16.8.3Comments

This use case was introduced in DBpasillustrative use casd8JCS8.
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2.17 UC Q GPDR aware counterparts for crebsrder movement

2.17.1Problemdescription

Each country in the EU has its own laws in terms of data privacy and the EU itself defined the GDPR as
a mean to control data leakage and data transfer on third parties, making special distinction for cloud
providers. There is a need to ensubat the data uploaded by roaming users complies with local laws

and, where it does not, to be able to clear liabilities.

In this context, every communication established using GDPR protected devices must be GDPR
compliant, when a lack of compliance is €leted, actions must be registered for further clarification
of liability.

vOBUs (virtual OBoard Units) which are designed to address GDPR enforcement, must be flexible
enough to migrate from one law context to other guaranteeing the channel protectibndesn the
UE/car and the cloud in heterogeneous and dynamic environment, where its actions must be trustfully
and nonrefutable stored in the operator infrastructure (s€égure48).

/ oo r'1 EE
v
[==] .l [==] -

Local legislation
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e \
S
COUNTRY 2
N
s
~_

Figure48: Crossorder virtual counterpart migration concept
2.17.2Goals

This use case focus on the following goals:
1 Perform 5G secured mobility through crdssrder domains.

1 Migrate the instantiated vOBbhaintaining its security association with the OBU guaranteeing
the confidentiality.

1 Perform transparent action to maintain continuous connectivity while migration procedure.
1 Achieve continuous GPDR compliance on vOBU traffic

1 Maintain updated the trust scerof different solutions involved in the procedures (eg. vOBU,
compute nodes).
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2.17.3Actors

The actors and roles involved in this UC are:
Vehiclel
Mobile Network Operator MNO1

Mobile Network Operator MNO2 (or Radio Access Network (RAN) in another countny fro
MNO1)

2.17.4Preconditions

The UC requires the following poenditions:

1 Two operational 5G SA/NSA implementations, including OBU UE, RAN, Core, Transport and
Edge infrastructure TEE capable.

1 A multidomain integration fabric
1 DLT with stewards nodes capableptarticipate in the validation process and maintain the DLT.

1 Trust reputation assessment based on historical behaviour of virtual and physical entities.
2.17.5Basic flow

The UC includes the following subsequent actions:

¢KS OFNJ &adGFNIa FyR 3SGa O02yySOGSR G2 GKS pD yS
@A NI dzl f O2dzy G SNLJ NI 2NJ @A NI dzl £ h. | 6Bh. 10 2y
communication and analyze the content. The connection between OBW@BU is protected. The

vOBU is trusted by the operator thanks to it being certified by the Trust Reputation Manager. That
vOBU fulfils local laws.

The initial set of security policies to be applied to the connectivity of the UE can be determined by
meansof employing behavioral profiles, established by vendors and retrieved by the network in order
to help in the customization of security policies per device type.

When the car moves to another country, a new virtual counterpart needs to be created, this®BU

is entrusted with the fulfilment of the visiting country law. The Trust Reputation Manager employs
historical tampered data stored in the Trustable Data Services to produce a score to the vOBU image
GKAOK ySSRa G2 0SS Ay a ibitglso amboit $:&copyite moddS dmsehvds a S
therefore fostering the migration of the resources triggered by car movement.

Depending on the specific context of vOBU migration, it can be done as a full copy of the VM, so that
the behaviour needs to be chgad programmatically, by creating a new VM with shared data that

may contain or not the cryptographic materiéth any casethe network needs to take care of the
migration of the connection between the OBU and the corresponding vOBU.

2.17.5.1Diagram

Figure49illustrates the basic flow of UC Q.
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Figure49: UML Diagram migration process of DTLSProxy and vOBU
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Figureb0: lllustrative Diagram of Use Case Workflow
2.17.6 Post conditions

The successful result of the UC relies on the following outcomes:
The car has moved to a new location in terms of 5G connectivity.

The vOBU has been migrated to the new location and arggassociation with the OBU
remains valid with confidentiality warranted thanks to DTLS Proxy.

1 The network transparently redirects the packets to the new vOBU from the OBU.

1 The vOBU traffic isnalysedand is compliant with the GDPR and score of the source image is
maintained.

1 Score for compute nodes is updated based on the success of the operation.
2.17.7Success criteria

The network has established customized security policies based on OBU tehdweiouralprofile.

The OBU has established a security association with the vOBU which is maintained upon vOBU
migration originated by OBU network movement.

Cryptographic material does not leave the enclave and the datacoompliant with GDPR or other
business policies does not leave the vOBU.

The time for VM migration and security assesdculations such as Trustiness level or communications
encryption are unnoticeable and transparent to the amgkr.

2.17.8Use case summary
This use case demonstrates a mdibmain policy enforcement ecosystem that evaluates

trustworthiness of the enforcement therefore driving the decision and election of possible actions. It
proposes a multdomain scenario that relies on the definition of hilglvel security policies (D2.2
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[6]Section 2.7) that are enforced on a mwdtmain scenario with the consequent responsibility
delegation that with the ZSM closed loop (D2.2 Section 2.1) prdwgiehe InspiresGplus High.evel
architecture (Section 4). The mobile devices will establish encrypted tunnels to their virtualized
counterparts that will change with the location migration of the device, the cryptographic material
protection is envisioad by means of Trusted Execution Environment (D2.2 section 2.2) techniques.
The information generated during the operations is stored inside a DLT (D2.2 Section 2.5), thus being
registered in a nomeputable way. Smart Contracts are also used to providmesarust to the
deployment, therefore providing a trustiness level related to the virtual counterpart, allowing the
automated deployment system to decide whether it should be used or not.

2.17.8.1Mapping on INSPIREGplus architecture

Figure51: UC Q mapping to INSP{RGEplus HLA
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