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EDITORIAL

Dear readers,
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One of the hottest topics in ICT is nowadays big 
data. Despite the hype, the definition of big data 
is still fuzzy. In this issue, we try to shed some 
light on the matter. The authors of our cover 
theme have a closer look at the opportunities 
and challenges of big data and explore the future 
directions of big data.

In the introductory article, Eurescom’s big 
data expert and Eurescom mess@ge editor 
Anastasius Gavras gives an overview on the sub-
ject and tries to sort out what is hype and what is 
substance. Prof. Roberto Zicari from Goethe 
University Frankfurt provides a definition of big 
data and explores its challenges and opportuni-
ties. Stamatis Karnouskos from SAP Research 
highlights the application area of Smart Grid 
Cities as an example of applying big data ana

lytics for complex infrastructures. Finally, 
Anastasius Gavras analyses the long-term cost of 
big data for the society.

The editorial team is aware that the cover 
theme is only scratching the surface of the big 
data topic. The application areas for big data are 
almost unlimited. Nevertheless, we hope that the 
contributions give you some useful insights, or 
even stimulate interesting discussions on the 
further evolution of big data.

Another hot topic in ICT is currently cybersecu-
rity. In February 2013, the European Commis-
sion presented the EU’s Cybersecurity Strategy. 
The article under “European issues” explains 
and analyses the EU’s Cybersecurity Strategy 
and provides comments for further discussion.

This issue also includes a variety of further ar-
ticles on different, ICT-related topics, including 
event reports on recent FI-PPP events. See also 
the “The Kennedy Perspective” on how ICT 
services compromise our privacy and freedom  
as well as the “A bit beyond” article on the 3D 
printing revolution. I hope you enjoy reading our 
magazine.

My editorial colleagues and myself would 
appreciate your comments on the current issue 
as well as suggestions for future issues.

Milon Gupta 
Editor-in-chief
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Big data – Overview on a much-hyped concept

In the last years, especially in information 
and communications technologies, it has 
become increasingly difficult to distinguish 
between the really important breakthroughs 
from the marketing hypes. In this article I 
will try to shed some light on the subject of 
“big data” and let you decide for yourself, if 
the trend is real or just over-hyped. Possibly 
the conclusion is: we have been there for 
years and didn’t notice. 

Definition of big data

What is striking is that there does not seem to be 
an agreed definition of what big data really is. A 
search via Google or Wikipedia – typical exam-
ples of big data by themselves – reveals a lot of 
references but no agreed definition. Especially in 
Wikipedia, I found some recent references which 
provide only a comparative definition based on 
some state of the art of how data is stored, 
processed or transmitted. 

One definition for big data that I often found is 
that of “… data sets so large and complex that it 
becomes difficult to process using desktop data-
base management tools or traditional data pro-
cessing applications …”, which is a slightly mod-
ified version of Wikipedia’s definition. I was not 
very happy with this definition, especially in view 
of Moore’s law, which is still valid and is expected 
to remain valid until at least 2020. With this as-
sumption in mind we need to assess whether the 
pace at which we collect data is higher or lower 
than the pace of the improvements in technology 
to handle them. 

A more reasonable approach seemed to me to 
consider the cost factor as the measure of scale, 
whereas cost is a function of complexity, dimen-
sion and environmental conditions. This leads 
me to a definition that would postulate that big 
data denotes data sets of which the cost for 

storing, processing and transmitting exceeds  
the cost of a typical state of the art data manage-
ment system at any given point in time by several 
orders of magnitude. In other words we should 
not denote the data sets by peta-, exa-, zetta-, or 
yotta-bytes but rather how much does it cost to 
handle them. To my knowledge a metric prefix to 
denote something bigger than 1024 bytes (yot-
tabyte) has not been defined yet.

The roots of big data

Many areas in science have been producing 
large data sets already for many decades, includ-
ing, among others, meteorology, astronomy, ge-
nomics, the full range of finance and business 
intelligence as well as environmental and climate 
research, just to name a few. Digital data has 
been around since the early days of computing. 
Scientists and engineers always had to deal  
with data sets larger than they could reasonably 
handle. 

This phenomenon can be explained with the 
Jevons Paradox, which states that technological 
progress that increases the efficiency with which 
a resource is used tends to increase (rather than 
decrease) the rate of consumption of that re-
source. Although the English economist William 
Stanley Jevons postulated this in 1865 in the 
context of consumption of coal, it can be easily 
transposed to computers, networks and data. 
So, the more efficiently we capture, store and 
process data, the more data we capture.

Where we are today

In the not-so-distant past, access to large 
amounts of data was a rather expensive and 
cumbersome task, and also the collection of da-
ta had its price. However, recent advances in 
computing, networking, storage and particularly 
in software engineering have provided us the in-
frastructure and the tools that allow easy genera-
tion, processing, and transport of a vast amount 
of data. Similar tools allow us easy access to 
these data in a commonly affordable way. The 
politically motivated openness of existing data 
has fuelled this trend enormously.

On the other hand, data mining has been 
around for years, but it was rather a discipline for 
specialists. The commonly affordable and easy  
to use tools led to manifold experiments by the 
average digital literate person to find out what 
knowledge we can actually extract from this data, 
triggering the belief that the next generation of In-
ternet entrepreneurs will build their businesses on 
big data. However, even today we are not yet sure 
whether and how we can lift all the hidden trea-
sures. The simple example for me was my initial 
failure to get a precise answer from Google and 
Wikipedia about the term “big data”. This fact 
today denotes perhaps the most important char-
acteristic of big data, namely that the data are 
unstructured. Even if the answer is somewhere 
out there, it is extremely difficult and time-
consuming to find it.

Conclusion

Big data has been with us since the early days of 
computing and electronic communications. From 
a niche appearance it stepped on to the big stage, 
due to many big and small advances in all areas 
of ICT that primarily brought down the cost of 
data handling. It is also due to marketers who 
came up with simple words to denote a trend that 
already existed and that will likely have a large 
effect on the next generation of entrepreneurs. 

For the existing large players it will be a big 
challenge to identify and occupy the right link in 
the value chain, which leverages every player’s 
own core competency and at the same time 
promises revenue and profit increases. For the 
society as a whole the challenges will be even 
bigger. Dealing with the hidden knowledge in big 
data is an issue of far-reaching political and soci-
etal implications. Just think of how big data may 
affect privacy and the ensuing ethical and regula-
tory issues.

Despite the hype about big data, the issue of 
how to manage and exploit vast amounts of digi-
tal data will stay, and solutions that help utilise 
large data amounts will meet a rising demand 
over the coming years.

Anastasius Gavras
Eurescom 
gavras@eurescom.eu
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The challenges and opportunities of big data

Every day 2.5 quintillion bytes of data are 
created. This data comes from digital pic-
tures, videos, posts to social media sites, 
intelligent sensors, purchase transaction 
records, and cell phone GPS signals, to 
name a few. This is big data. There is no 
doubt that big data, and especially what we 
do with it, has the potential to become a 
very significant driving force for innovation 
and value creation.

Definition and opportunities

What is big data? I have selected a definition, 
given by McKinsey Global Institute (MGI): “big 
data refers to datasets whose size is beyond the 
ability of typical database software tools to cap-
ture, store, manage and analyse.”

Where do we find big data? Data in general, 
and increasingly big data, is an important pro-
duction factor for all industries and business pro-
cesses. MGI estimated that 7 exabytes of new 
data were stored globally by enterprises in 2010. 
Interestingly, more than 50% of IP traffic is non-
human, and Machine-to-Machine communica-
tion (M2M) will become increasingly important.

So what is big data supposed to create? The 
simple answer is: value. But what value exactly? 
Big data per se does not produce value. Accord-
ing to McKinsey Global Institute, the value that 
can be derived from analysing big data can be 
summarised as follows:

 n Creating transparencies 
 n Discovering needs, expose variability, improve 
performance

 n Segmenting customers
 n Replacing/supporting human decision making 
with automated algorithms –Innovating new 
business models, products, services.

David Gorbet, Vice President Product Strategy at 
US database provider MarkLogic, considers be-
ing able to combine interactive data exploration 
with analytics and visualization to be the major 
benefit of big data, as this can produce new in-

sights that would otherwise be hidden. According 
to Mr Gorbet, organisations could glean new in-
sights about their products, customers, and ser-
vices from various applications being able to 
comb through large volumes of complex data 
from multiple sources via interactive queries.

Gorbet’s concept of “Big Data Search” implies 
that:

 n There is no single set formula for extracting 
value from big data; it will depend on the ap-
plication. 

 n There are many applications where simply be-
ing able to comb through large volumes of 
complex data from multiple sources via interac-
tive queries can give organizations new insights 
about their products, customers, services, etc. 

 n Being able to combine these interactive data 
explorations with some analytics and visualiza-
tion can produce new insights that would oth-
erwise be hidden.

Where will big data be used? According to McKin-
sey Global Institute, big data can generate finan-
cial value across sectors. They identified the fol-
lowing key sectors:

 n Healthcare – a very sensitive area
 n Public sector administration – for example the 
Open Data in Europe

 n Global personal location data – very relevant for 
mobile devices

 n Retail – obvious for large Web shops like eBay 
and Amazon

 n Manufacturing

I would add to the list the area of social data, both 
personal and professional, from social media 
platforms like Facebook and Twitter.

There are plenty of examples of big data use 
cases. Most relevant are log analytics, fraud de-
tection, social media and sentiment analysis, risk 
modelling and corporate management as well as 
energy management.

Currently the key limitations in exploiting big 
data, according to McKinsey Global Institute are 
shortage of talent necessary for organizations to 
take advantage of big data and shortage of knowl-
edge in statistics, machine learning, and data 
mining. 

Three major challenges

Prof. Roberto V. Zicari 
Goethe University Frankfurt
roberto@zicari.de

The above are the business promises about big 
data. But what is the reality today, and what are 
the challenges?  

We can group the challenges of dealing with 
big data into three dimensions: Data, Process, 
and Management.

Data challenges

 n Volume: the main challenge is how to deal with 
the size of big data.

 n Variety: combining multiple data sets: the chal-
lenge is how to handle multiplicity of types, 
sources and formats.

 n Velocity: one of the key challenges is how to 
react to the flood of information in the time 
required by the application.

 n Veracity: data quality, data availability: How 
can we cope with uncertainty, imprecision, 
missing values, misstatements or untruths? 
How good is the data? How broad is the cover-
age? How fine is the sampling resolution? How 
timely are the readings? How well understood 
are the sampling biases? Is there data avail-
able, at all?

 n Data discovery: this is a huge challenge: how 
to find high-quality data from the vast collec-
tions of data that are out there on the Web?

 n Quality and relevance: the challenge is deter-
mining the quality of data sets and relevance 
to particular issues (i.e. is the data set making 
some underlying assumption that renders it 
biased or not informative for a particular ques-
tion).

 n Data comprehensiveness: are there areas with-
out coverage? What are the implications?

 n Personally identifiable information: Can we ex-
tract enough information to help people with-
out extracting so much as to compromise their 
privacy?

 n Data dogmatism: Analysis of big data can offer 
quite remarkable insights, but we must be 
wary of relying too much on the numbers. Do-
main experts and common sense must con-
tinue to play a role.

 n Scalability: This includes according to Shilpa 
Lawande, VP Engineering at analytics platform 
provider Vertica: “techniques like social graph 
analysis, for instance leveraging the influenc-
ers in a social network to create better user 
experience are hard problems  
to solve at scale. All of these problems com-
bined create a perfect storm of challenges and 
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wall to shield against micrometeoroids and 
space radiation. The base’s design was guided 
by the properties of 3D-printed lunar soil, with a 
1.5 tonne building block produced as a demon-
stration. The building block was produced by 
Monolite’s D-Shape printer, with a mobile print-
ing array of nozzles on a 6 m frame to spray a 
binding solution onto a sand-like building mate-
rial.

Print your future

Like all technologies, 3D printing not only gives 
reasons for euphoria. The public debate on print-
ing weapons already highlighted some of the 
risks 3D printing may include. Another area 
where 3D printing can have detrimental conse-
quences is waste. Think of all the additional 
waste that is produced once there is a 3D printer 
in every household.

A further interesting aspect of 3D printing is 
self-replicating machines, as they are explored in 
the RepRap project (http://reprap.org). As harm-
less as this may sound, you don’t have to be a 
science fiction author to imagine some unwant-
ed side effects of machines that have the ability 
to self-replicate.

Whatever direction 3D printing will take, it will 
certainly change our society, as previous printing 
revolutions did.

Print your skull
How 3D printing is revolutionising  
the world

Almost three decades after its invention 3D 
printing has now reached a level of maturity 
that will fundamentally change the world as 
we know it. 3D printing has now gone far 
beyond the production of garden gnomes 
and other non-essential objects, but also be-
yond rapid prototyping of car and airplane 
designs. Soon, 3D printers may be a house-
hold staple. There is almost no area, in 
which 3D printing could not be used, rang-
ing from manufacturing to healthcare, food 
production, and even space travel.

In 1986, Charles Hull patented the solid imaging 
process known as stereolithography, the first 
commercial technology for additive manufactur-
ing. Stereolithography has been used for produc-
ing models, prototypes, patterns, and production 
parts. While the application areas in the early 
days of 3D printing were very limited and only 
available at high costs in an industry environ-
ment, the application areas are now almost end-
less, and practically anybody who has a com-
puter at home could afford a 3D printer. 3D 
printing may soon become a mass market for 
consumers and prosumers. However, the revolu-
tionary changes go far beyond the home printing 
of spare parts and more or less useful objects.

One of the most innovative domains for 3D 
printing has been the medical area.

Printing arteries and bones

Already in 2011, researchers at the Fraunhofer 
Institute for Interfacial Engineering and Biotech-
nology IGB had developed a solution which uses 
3D printing and a technique called multi-photon 
polymerisation for producing artificial blood ves-
sels. This can have a huge impact on patients 
waiting for a transplant. As there are not enough 
donor organs, the way out could be lab-made 
organs. For them to function, they need to be 
equipped with artificial blood vessels, tiny and 
extremely complex tubes that connect the organ 
to the blood circuit.

3D printing has also been used for face trans-
plants. In January 2012, Belgian surgeons at  

the University Hospital of Ghent, successfully 
performed the world's first full-face transplant 
that was fully planned using digital planning and 
3D printing. The medical team consisting of  
65 people executed a virtual pre-operative plan. 
After scanning the patient's face with a comput-
ed tomography scanner, they used custom 3D-
visualising software to examine the facial de-
fects. Based on this analysis, they custom-printed 
anatomical models of healthy bones for use as a 
reference during surgery.

In early March 2013, a man in the United 
States underwent cranial surgery and had 75% 
of his skull replaced by a 3D-printed implant. The 
implant was produced by Oxford Performance 
Materials (OPM), a medical technology company 
based in Connecticut. In February 2013, the 3D-
printed implant had gained regulatory approval 
by the US Food and Drug Administration (FDA).

Synthetic steaks

3D printing also works with organic material. US 
start-up Modern Meadow is working on the pro-
duction of artificial raw meat using a 3D bio-
printer. The 3D printer cartridge contains bio-ink 
made of hundreds of thousands of live cells. 
Once printed in the desired shape, the bio-ink 
particles naturally fuse to form living tissue.

Theoretically, this process could be used to 
create organs for implants. However, this does 
not work yet. Nevertheless, the process is good 
enough for producing a synthetic steak, which is 
a much simpler task. In the longer term, it will be 
challenging to produce such meat on an indus-
trial scale and persuade consumers to accept it. 
For StarTrek fans this is nothing new. The star-
ship crew got their food from a replicator that 
synthesized meals on demand. 

Apart from nutrition space travel provides ad-
ditional challenges which can be addressed with 
the help of a 3D printer.

A lunar base from the printer

The European Space Agency, ESA, is exploring 
how to set up a lunar base using a 3D printer to 
build the base from local materials. Together 
with industrial partners, ESA is testing the feasi-
bility of 3D printing using lunar soil.

Architects Foster + Partners devised a weight-
bearing dome design with a cellular structured 

Milon Gupta
Eurescom
gupta@eurescom.eu

Model of 3D-printed lunar station (© Copyright ESA/ Foster + Partners)

3D-printed skull replacement  
(© Copyright Oxford Performance Materials)
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