


http://www.celticplus.eu
mailto:office%40celticplus.eu?subject=


EDITORIAL

Dear readers,
Funding Opportunity for European R&D Projects 
Celtic-Plus Spring Call for Proposals – Deadline: 15 October 2014

Eurescom message Spring 2014 3

The 5th generation of mobile and wireless net-
works, 5G, is currently one of the central themes 
in European ICT research. In December 2013, 
the 5G-Infrastructure Public Private Partnership 
(PPP) was launched. It is a 1.4 billion euro joint 
initiative between the European ICT industry and 
the European Commission aiming to rethink the 
infrastructure and to create the next generation 
of communication networks and services that will 
provide ubiquitous super-fast connectivity and 
seamless service delivery in all circumstances. 

As Eurescom has been involved in the run-up 
towards the realisation of this European 5G initia-
tive, the editorial team did not have to think twice 
about the selection of the cover theme of the cur-
rent issue of Eurescom message. What made 
this cover theme quite challenging is that there is 
no consent about what 5G really is and where 
the boundaries are. Furthermore, a number of 
potential authors on this topic are currently ex-
tremely busy setting up the 5G-Infrastructure 
PPP. Nevertheless, we think our cover theme 
gives the interested reader a good insight on the 
5G discussion and trends in Europe.

In the introductory article, Eurescom message 
editor Uwe Herzog gives an overview on the Euro-
pean 5G research agenda. In the next article, 
Brigitte Cardinael and her co-authors from Or-
ange provide a European operator view on 5G. 
This is complemented by a 3GPP article on the 
standardisation of 5G. Finally, we interviewed 5G 
expert Sergey Andreev from Tampere University 
of Technology on the challenges and opportuni-
ties of 5G.

This issue also includes a variety of further 
articles on different, ICT-related topics. See, for 
example, the event articles on the Future Internet 
Assembly in Athens and the 1st European Con-
ference on the Future Internet in Brussels. Or the 
new opinion article by Eurescom director David 
Kennedy in his column “The Kennedy Perspec-
tive” on the perils of short-termism. In the “A bit 
beyond” article you can learn about the latest 
creative approaches to password protection, one 
of the unsolved challenges in the area of ICT se-
curity.

Finally a note concerning our magazine: from 
this edition on, our magazine will only be pub-
lished twice a year. The main reason is that the 
editors are fully occupied with other work. An-
other novelty is the name of the magazine, which 
we slightly changed from ‘Eurescom mess@ge’ 
to ‘Eurescom message’. As change is the only 
constant factor in the ICT industry, we assume 
our loyal readers will understand that our maga-
zine is also subject to change. At the same time, 
we are committed to continue providing relevant 
information to the ICT R&D community.

My editorial colleagues and myself hope you 
find value in this edition of Eurescom message 
and would appreciate your comments on the 
current issue as well as suggestions for future 
issues.

Milon Gupta 
Editor-in-chief
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3GPP standards have played a pivotal role 
in the success of LTE, making it the fastest 
growing cellular technology in history. 
Never before has a new radio technology 
made it to the market so quickly and widely 
after the finalization of the first version of 
the standards (3GPP Release 8 was final-
ized in December 2008).

For the first time in history LTE has brought the 
entire mobile industry to a single technology foot-
print resulting in unprecedented economies of 
scale. After the initial LTE release, work in 3GPP 
has been centred on the following strategic 
areas:
	 Enhancing LTE radio standards to further 
improve capacity and performance;

	 Enhancing system standards to make LTE 
and EPC available to new business segments;

	 Introducing improvements for system 
robustness, especially for handling 
exponential smart phone traffic growth.

This article focuses on the latter two aspects, 
and outlines the potential standards path to-
wards the 5G era.

Here is a snapshot of the main features and 
their timelines 3GPP has been 
working on (see figure 1).

Addressing new business segments

Figure 2: 3GPP scope 

The converged footprint of LTE has made it an 
attractive technology baseline for several seg-
ments that had traditionally operated outside the 
commercial cellular domain (see figure 2). 

In particular, the critical communication and 
public safety community has turned to LTE for 
developing their next generation broadband data 
system. 3GPP has embraced this initiative and 
committed to deliver the necessary standards 
enhancements to make the LTE/EPC system 
suitable for this purpose. Work has started in Re-
lease-12, and standards for the first batch of 
features will be completed by December 2014. 

These features include enhancements for di-
rect device-to-device (D2D) communications as 
well as group communication services, both of 
which are essential to achieve TETRA/P.25-like 
functionality for broadband data.

	� D2D allows devices in close proximity to 
communicate directly with each other, 
thereby enabling authorities to communicate 
out-of-network-coverage or during network 
outages (e.g. in case of a natural disaster). 
There are also commercial benefits of D2D, 
with new applications building on the physical 
proximity of users being trialed by operators. 

	� Group communications allow authorities to 
create and dissolve groups on demand with 
resource efficient communications (e.g. 
multicast) within the group.

Work on further functions for critical communica-
tions will continue in Release 13, for example, in 
the area of enabling relays (relaying between in-
coverage and out-of-coverage devices) and push-
to-talk type functionality.

Machine-type Communications (e.g. smart 
meters) have been using the cellular networks for 
some time now, primarily over GSM and GPRS. 
Whilst 2G technologies provide cheap means for 
basic connectivity and data rate, there is growing 
demand for a more versatile M2M platform. The 
challenge in the industry (and in 3GPP stan-
dards) is the lack of convergence across the 
M2M providers with respect to traffic patterns 
and system needs. Hence, a holistic approach to 
an LTE-based M2M architecture design has not 
(yet) materialized. This has led to 3GPP stan-
dards work being focused on several different, 
smaller, enablers so far:

Radio optimizations to allow for lower cost 
LTE chipsets;
System level awareness of M2M devices, i.e. 
the system can identify such devices and apply 

3GPP system standards heading  
into the 5G era

Balazs Bertenyi
NSN, Chairman of 3GPP 
TSG-SA
balazs.bertenyi@nsn.com

Figure 1: 3GPP timeline
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selective handling as per operator configuration 
(e.g. selective disabling in case of overload);
Device power consumption optimizations;
Mechanisms for optimized handling of small 
amounts of data.

System capacity and 
robustness

The exponential growth of 
smartphones and the traffic 
they generate have become a 
major challenge of the indus-
try. Network investments are 
not able to keep pace with the 
growing data demand. A big 
portion of the work 3GPP has 
been undertaking in recent 
years was driven by alleviating 
this challenge.

One key element to de-
crease data load of cellular networks is to offload 
traffic to WiFi, especially bulk traffic that does not 
require any special handling for service delivery 
or charging. The 3GPP-standard mechanism for 
this is built around a new functional element, the 
Access Network Discovery and Selection Func-
tion (ANDSF). The ANDSF conveys policies to the 
devices facilitating selection of either cellular or 
WiFi access for different kinds of traffic (e.g. 
based on IP flow designation – see figure 3):

Release-12 is enabling seamless mobility be-
tween WiFi and cellular accesses with multiple 
connections, see figure below (cf 3GPP TS 
23.402 – see figure 4):

Release-12 will also develop an even tighter 
integration of cellular and WiFi access through 

having the LTE RAN convey parameters and rules 
for offloading (see figure 5):

All in all, as traffic growth continues operators 
will need more and more innovative functionality 

in their network to cope with it. Unlicensed spec-
trum (via WiFi or with other technologies) will 
continue to play an important role in this quest.

Security certification of network elements is 

becoming an increasingly important issue 
in many regions. To ease deployments 
and avoid fragmentation it is critical for 
operators, and vendors alike, that certifi-
cation of network products is harmonized 
as much as possible. To this end 3GPP 
initiated a new endeavour together with 
GSMA to converge security assurance of 
network elements around a single meth-
odology. Release-12 specifications outline 
a method whereby 3GPP generates Secu-
rity Assurance Specifications (SAS) for 
each functional element. GSMA takes re-
sponsibility for accreditation using the 
SAS documents, and also manages po-
tential dispute processes.

Moving towards the 5G era

The term ‘5G’ is rapidly coming into the limelight. 
Much of this early hype phenomenon is directly 
attributable to the (well-founded) bandwidth-
thirst of the industry. Examining the potential 
technology trends behind this hype one can find 
the following likely pillars going forward:

Extensive capacity need in dense areas
LTE already has a Small Cell concept defined in 
Release-12 that is optimized as much as techno-
logically possible for the current bands. A poten-
tial enhancement being discussed for Release 13 
is to make LTE suitable for unlicensed spectrum 
bands. Whilst the exact nature and focus of this 
work is still under discussion, it is clear that such 
an enhancement would provide further means to 
deal with the traffic load. 

To further boost the capacity of dense areas it 
is expected that new licensed spectrum bands (in 
particular in higher frequency bands up to ~1 

Figure 4: WiFi as trusted access

Figure 5: RAN level integration

Figure 3: Access Network Discovery and Selection (ANDSF)
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GHz carrier bandwidth) will also be needed. Ini-
tial research shows that such high frequency 
bands might require a new radio waveform, a 
new radio technology. It is yet unclear when/
whether/where the standardization of such a 
new radio will be undertaken. Nonetheless, the 
earliest such work is expected to be potentially 
initiated in 3GPP is around the 2015-2016 time-
frame.

Ubiquitous coverage
For the currently available bands LTE is very 
close to reaching the technologically possible ef-
ficiency limits. Hence, it is expected that LTE will 
remain as the baseline technology for wide area 
broadband coverage also in the 5G era. 3GPP 
will continue working on enhancing LTE not only 
from the radio perspective, but also from service 
delivery perspective, e.g. making it more suitable 
for M2M. Consequently, interworking with LTE 
will remain to be a critical factor. 
Ever increasing cost pressure
Traditional telecommunications equipment has 
tied hardware and software close together. Ad-

vancements in hardware technology, as well as 
success of virtualization in the IT industry have 
brought the notion of virtualization into the mo-
bile network space. Separation of user plane and 
control plane have long since been a key design 
element of mobile networks, making most of the 
mobile network architecture an ideal candidate 
for virtualized deployments. Industry activities 
and inception of specialized industry interest 
groups (e.g. ETSI NFV) all point towards the fea-
sibility of this approach bringing the following 
main benefits:
Enhancing the level of automation
Decoupling software functions from the resour-
ces
Allowing faster service introduction
Providing service and network performance 
analysis and optimization
3GPP standards work on virtualization is about to 
be started, in Release 12. Initial focus will be 
turned towards operation and maintenance as-

pects; work on core network and radio architec-
ture is expected to follow later.

History has shown that the mobile industry 
undergoes a major technology shift roughly once 
every 10 years. Readers of Eurescom message 
will be well aware that there are vast arrays of 
technology developments on the horizon and 
that demand for these is greater than ever. 

The global footprint, and the success, of 3GPP 
standards will continue to put pressure on the 
Project to get new specifications out in a timely 
manner. To achieve this, intensified industry col-
laboration becomes more important than ever 
before. As we add 5G discussions to the mix, we 
will have plenty to keep us busy in 3GPP for the 
foreseeable future.

Further information 
on 3GPP is available at www.3gpp.org

The potential of 5G to enrich our lives
Interview with 5G expert Sergey Andreev

The hype around 5G is not yet matched by 
clarity on what 5G actually is and how we 
get there. In order to shed more light on the 
topic and get a better understanding of the 
challenges and opportunities of 5G for Eu-
rope, Eurescom message editor-in-chief Mi-
lon Gupta interviewed 5G expert Dr. Sergey 
Andreev, who is Senior Research Scientist at 
Tampere University of Technology.

What is 5G?

Andreev: Currently, due to the ongoing debate, 
there is no complete technical definition of what 
exactly is 5th generation wireless systems. Given 
a historical 10-year cycle for every existing cellu-
lar generation, it is expected that 5G technologies 
will be deployed sometime around the year 
2020. However, the anticipated communication 
requirements may already be understood from 
the end user perspective. Regardless of their cur-
rent location, human users would like to be con-
nected at all times taking advantage of the rich 
set of services provided by the contemporary 
multimedia-over-wireless networks. On the other 
hand, network-side intelligence is likely to evolve 
as well by offering service opportunistically when 

a user, or an unattended machine-type device, 
actually needs it. 

Will 5G be rather an optimisation of 
3G/4G, or is there a revolutionary 
element?

Andreev: It is widely believed that the only feasi-
ble solution to mitigate the increasing dispro
portion between the desired service quality and 

the limited wireless resources is by deploying a 
higher density of increasingly smaller cells in cur-
rent network architecture. However, the “small-
cell revolution” requires massive investment on 
CAPEX and OPEX from mobile network opera-
tors. Another promising approach, avoiding high 
associated costs and offering an entirely new 
perspective, enables offloading cellular traffic 
onto direct device-to-device connections whenev-
er the communicating users are in proximity. 

http://www.3gpp.org
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Pr o jec t  H igh l i gh t s

Laurent Drouglazet

Cassidian SAS

laurent.drouglazet@cassidian.com

MACICO developed a concept for interwork-
ing of security organisations in their daily 
activity. It deals with cooperation of security 
organisations that do not use the same 
radio network, but in some missions could 
take benefit of a share of their respective 
infrastructure. Use cases such as pursuit of 
criminals across a border or border, disas-
ter relief operations require security organi-
sations from both countries to communicate 
together and to continue to communicate 
with their control room. 

Security organisations increasingly face interop-
erability issues at all levels (technical, operation-
al and human) as they interact with other 
national, regional or international organisations. 
Not only assets and standards must be shared 
across Europe to empower joint responses to 
threats and crises in an increasingly intercon-
nected network, but also security organisations 
have to benefit from interoperability functionality 
in their day-to-day work.

MACICO’s main goal is addressing in a short-
term perspective the needs for improved sys-
tems, tools and equipments for radio 
communication in cross-border operations, like, 
e.g., cross-border surveillance and cross-border 
pursuit, as well as during operations taking place 
on the territory of other member states, for ex-
ample high-scale civil crisis operations or com-
plex emergencies requiring support of public 
safety services from other Member States. On 
the other hand, MACICO encompasses the in-
teroperability issues European countries will be 
faced to in a long term perspective, tackling the 
necessary transition between currently deployed 
legacy network and future broad band networks.

MACICO 
Multi-agency cooperation in cross-border operations

Inter-network communication

Overlapping networks

Coverage expansion Migration

Figure 1: Inter-network communication

Figure 2: Interoperability use cases
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THE  KENNEDY  PERSPECTIVE

David Kennedy
Director of Eurescom
kennedy@eurescom.eu

The perils of short-termism 
How the common denominator kills disruptive innovation in ICT

It is a known problem in politics that, in this 
age of easy and fast communications, the 
politicians ask the public what they want 
and get their feedback and views pretty 
quickly. They then decide on policies based 
on the common denominator of the feed-
back to ensure populist acceptance – and 
getting re-elected. The obvious weakness of 
this approach is that plans and actions are 
based on the collective opinions of the 
crowd – who are not experienced in, or in 
many cases capable of, taking the long-term 
view. So we get short-term policies limited 
by the perspective of the crowd.   

If we now consider how the Horizon 2020 frame-
work programme has an increased emphasis on 
declaring a measurable impact of every research 
project as you write the proposal, we see that 
projects default into the same short-termism be-
haviour as the politics described above. Projects 
feel they must limit ambition in order to have a 
measurable impact in the project timeframe. The 
politicians deciding on the EC budget are insist-
ing the projects are accountable and we must 
see the value of the research funded.

This current fashion for accountability and 
short term return on investment is good, even 
essential, when you have defined the direction of 
development, but is it still viable when we are 
looking for new directions? 

Here we must realize that a significant part of 
research work has a subjective impact in chang-
ing the mindset of the people involved, changing 
the expectations of the communities who eventu-
ally will consume the fruits of these programmes 
and changing the business models of those who 
must provide the new services – and getting 
people to think in new ways is not trivial. 

Looking for the clever individuals

This short-termism approach of the research pro-
grammes, made me think about how we are go-
ing to progress in the long term. How are we go-
ing to have major evolutions, if we don’t support 
visionaries?

As I thought about this I realised that we are 
not doing first generation research here.  The 
Wright brothers did basic research and devel-
oped the first practical controls for aircraft from 
1903 (first flight). In comparison, the Airbus 
A380 made its first flight on 27 April 2005 – 
more than 100 years later. It still uses the basic 
principles developed by the Wright brothers, but 
every aspect of the airplane from its construction 
to its electronics had 100 years more develop-
ment. Carbon-fibre reinforced plastic, glass-fibre 
reinforced plastic and quartz-fibre reinforced 
plastic are used extensively in wings, fuselage 
sections (such as the undercarriage and rear end 
of fuselage), tail surfaces, and doors. But we do 
not talk about who invented the Airbus.

The need for new models in ICT

The same is now happening in the ICT field at a 
much more accelerated pace. We now know we 
can build communications systems that give 
high-speed connectivity to everyone everywhere. 
We also know we can create massive data stores 
and capture all the information in the world. We 
think we can improve the performance of the dif-
ferent elements of the infrastructure so the over-
all system performance becomes truly incredible 
– while staying economical and energy efficient. 
But we don’t know what the most economic, 
most sustainable, or even commercially viable 

model for putting all these pieces together is.  
If we are to build the ICT equivalent of the Air-

bus we need to develop completely new models 
of how all the bits of the communication process 
fit together with all the information we may wish 
to access, while making sure that the environ-
mental and energy resources consumption does 
not negate the benefits of this fully intercon
nected world.  We need to do this by focusing on 
the goals and letting the projects contribute – not 
by expecting each project to provide a complete 
answer.

So how do we avoid short-termism?

We have to think big – the 5G-PPP must be com-
mended in that it has put performance goals in 
its definition. We can now see that projects either 
contribute to the goals or not. If not they should 
not be done under this programme. Europe 
needs more goal setting.

We need goals like the digital agenda to be 
closely related to the research agendas, we need 
government procurement to ascribe to the com-
munity goals and we need people to feel the ben-
efits of such goals.

What we must not do is lose the view of the 
goals in order to validate single project results. If 
we go too far down this road, we are abdicating 
our rights in Europe to be global leaders. For all 
our sakes – think big!
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At the 1st European Conference on the 
Future Internet the Future Internet PPP pro-
gramme showed its high potential to indus-
try and political stakeholders. In addition, 
the ECFI provided opportunities  to discuss 
central socio-economic and technological 
topics of Future Internet infrastructures  
and services in Europe. More than 200 at-
tendees joined the event, which took place 
at The Egg in Brussels on 2–3 April 2014. 

One of the insights from the event was that Eu-
rope is quite competitive in the digital arena. In 

his opening presentation, Ilkka Lakaniemi, Chair-
man of the Future Internet PPP, presented study 
results by ETLA, the Research Institute of the 
Finnish Economy, according to which 7 out of 
the 10 most advanced countries in regard to 
digitalisation of business are from Europe. Based 
on this, he expects a considerable impact of the 
FI-PPP on European growth and competitiveness 
and called the FI-PPP an “engine for growth”.

Wide range of topics

The ECFI programme consisted of three plenary 
and nine parallel sessions. In these 12 confer-
ence sessions speakers from the nine FI-PPP 

projects and from a variety of politi-
cal and industry stakeholder organ-
isations, including Digital Europe 
and the European Internet Founda-
tion, presented and discussed re-
sults and foresight on how Europe 
can achieve global leadership in ICT 
by 2020 through innovative Internet 
technologies. As proof of the high 
business relevance of the FI-PPP, 
several speakers from SMEs already 
using FI-PPP technologies explained 
how these technologies have helped 
them become more competitive.

Insights at the opening session

In the opening session of the conference, after 
the encouraging opening words by FI-PPP Pro-
gramme chair Ilkka Lakaniemi, a video message 
to the ECFI participants by Neelie Kroes, Vice-
President of the European Commission, was 
presented. She emphasized the importance of 
providing the right framework for the Future Inter-
net as well as the necessity of having all stake-
holders involved in the development of the right 
solutions. Further contributions were provided by 
Ajit Jaokar (EIF), John McSweeney (ESB), as well 
as Juanjo Hierro (TID, FI-WARE project). 

After the opening session, a high-level panel  
explored how the Future Internet will drive innova-
tion in Europe. Unfortunately, two of the panel 

Internet-driven growth 
1st European Conference on the Future Internet in Brussels

participants, Daniel Pataki (ETNO Director) and 
Malcolm Harbour (MEP), cancelled shortly be-
fore the event. Nevertheless, a vivid and interest-
ing discussion developed. Mario Campolargo, di-
rector Net Futures at the EC’s DG Connect, made 
an inspiring contribution, pleading to “enable the 
entrepreneurs enable the end users”. According 
to Mr Campolargo, openness is the key to the 
process of making FI-PPP platforms sustainable 
on the market. Moderator David Kennedy 
(Eurescom, CONCORD project) added to this by 
saying: “We need consistent platforms on a Euro-
pean scale to enable innovative applications.” 
The other panelists were Patrice Chazerand, Digi-
tal Europe, and Ilkka Lakaniemi. 

The conference was concluded with a final ple-
nary session on the Future Internet PPP and the 
new 5G PPP, which discussed how outcomes 
from the Future Internet PPP will be used as 
input for the new 5G PPP, for which a call for 
proposals is open under Horizon 2020.

Privacy and data protection

In the early afternoon of the first conference day, 
the session on “Privacy and Data Protection” 
opened the discussion on what should be done 
for protecting citizens' data and their privacy on 
the Internet. Among the speakers in this session 
were Achim Klabunde, European Data Protection 
Supervisor, and Claus-Dieter Ulmer, Chief Privacy 
Officer at Deutsche Telekom. 

Milon Gupta
Eurescom
gupta@eurescom.eu

ECFI opening panel (from left): Ilkka Lakaniemi, Chairman of the FI-PPP; Ajit Jaokar, Advisor to 
the European Internet Foundation; John McSweeney, Head of Innovation at ESB Group; and 
Juanjo Hierro, FI-WARE Coordinator and Chief Architect

Mario Campolargo, Director Net Futures at the EC's DG Connect, 
discussing how the Future Internet will drive innovation in  
Europe
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The case is the first of more than 200 cases 
against Google in which Spanish citizens want 
the search engine to delete personal information 
about them from their search results. 

Responding to the court rule, Google set up a 
form for requesting the removal of content from 
any Google Web service. Content will only be re-
moved for Google services in the 28 EU member 
states as well as Iceland, Norway, Liechtenstein, 
and Switzerland. Within one day, Google received 
about 12,000 requests for content removal

	� Website of the European Court of Justice – 
http://curia.europa.eu

	� Google form for content removal –  
https://support.google.com/legal/ 
troubleshooter/1114905?rd=1&hl=en

European partnership for robotics launched

The European Commission and 180 companies 
and research organisations launched the world's 
largest civilian research and innovation pro-
gramme in robotics in June 2014. The pro-
gramme is called SPARC and runs under the 
umbrella of the euRobotics association. Covering 
manufacturing, agriculture, health, transport, 
civil security and households, the initiative is the 
EU’s industrial policy effort to strengthen Eu-
rope’s position in the global robotics market, 
which is estimated to have a volume of €60 bil-
lion per year by 2020. The EC expects this initia-
tive to create over 240,000 jobs in Europe, and 
increase Europe’s share of the global robotics 
market to 42%, which would mean a boost of  
€4 billion per year. The European Commission 
will invest 700 million euro and euRobotics 2.1 
billion euro.

http://sparc-robotics.eu

Google form for content removal

http://curia.europa.eu
https://support.google.com/legal/troubleshooter/1114905?rd=1&hl=en
https://support.google.com/legal/troubleshooter/1114905?rd=1&hl=en
http://sparc-robotics.eu
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efficiency in mind. Their strategy was to enable 
certain synapses to share hardware circuits. Neu-
rogrid is a device about the size of an iPad that 
can simulate orders of magnitude more neurons 
and synapses than other brain mimics on the 
power it takes to run a tablet computer.

The Stanford researchers claim that Neurogrid 
is far more cost-effective for simulating neurons 
than alternative projects in the US and Europe on 
simulating the brain. However, each of the cur-
rent million-neuron Neurogrid circuit boards still 
cost about $40,000 (almost €30,000). The Stan-
ford team envisages dramatic cost reductions, 
suggesting that the cost for a million-neuron 
board could be reduced to $400 a copy, which 
would make numerous applications affordable. 
Even then, the human brain has 80,000 times 
more neurons than Neurogrid while consuming 
only three times as much power.
The work of the Stanford researchers is funded 
under a five-year grant by the US National 
Institutes of Health (NIH).

http://news.stanford.edu/news/2014/
april/neurogrid-boahen-engineering-042814.
html

NEWS IN  BR IEF

Stanford bioengineers have developed faster, 
more energy-efficient microchips based on the 
human brain – 9,000 times faster and using sig-
nificantly less power than a typical PC. The re-
searchers expect their microchips to enable ad-
vances in robotics and a new way of 
understanding the brain. The Stanford scientists 
are working on the development of prosthetic 
limbs that would be controlled by a Neurogrid-like 
chip. The vision is that a chip as fast and efficient 
as the human brain could drive artificial limbs as 
fast as natural limbs.

US researchers create microchip imitating human brain

Emotional robot presented in Japan Memorandum signed for secure network communication in Europe

In comparison to the brain even today’s PCs 
are very slow. The modest cortex of a mouse, for 
instance, operates 9,000 times faster than a per-
sonal computer simulation of its functions. In 
addition, the PC takes 40,000 times more power 
to run, according to the Stanford researchers.

In order to address this challenge, the Stanford 
team has developed Neurogrid, a circuit board 
consisting of 16 custom-designed "Neurocore" 
chips. Together, these 16 chips can simulate one 
million neurons and billions of synaptic connec-
tions. The team designed these chips with power 

On 5 June 2014, the SoftBank 
Group unveiled a robot called 
Pepper, which the Japanese 
company says can read hu-
man emotions. Pepper uses an 
“emotional engine” and a 
cloud-based artificial intelli-
gence system that allows it to 
analyse gestures, expressions 
and voice tones. The firm said 
people could communicate 
with it “just like they would with 
friends and family”. According 
to SoftBank, it can also per-
form various other social tasks, 
like making jokes, dancing and 
amusing people thanks to a 
wide variety of entertainment 
capabilities.

Pepper will go on public sale in February 2015 
for a base price of 198,000 yen (1,420 euro).

http://www.softbank.jp/en/corp/group/
sbm/news/press/2014/20140605_01/

On 24 June 2014, major Euro-
pean communication technolo-
gy companies signed a memo-
randum of understanding on 
secure network technologies for 
Europe. At a conference in Ber-
lin, ADVA Optical Networking, 
Alcatel-Lucent, Nokia Siemens 
Networks, Orange and Deutsche 
Telekom Laboratories agreed to 
coordinate their joint research 
efforts for a secure, robust, and 
reliable network within the SAS-
ER project for “Safe and Secure 
European Routing”. SASER is a 
flagship project under Celtic-
Plus, the EUREKA Cluster for a 
Smart Connected World.

http://www.celtic-plus.
eu/Projects/Celtic-Plus-Proj-
ects/2011/SASER/saser-
default.asp

After signing the SASER memorandum of understanding (from left):  
Dr. Andreas Leven (Alcatel-Lucent), Christoph Glingener (CTO of ADVA), 
Dr. Georg Schütte (BMBF – German ministry for education and 
research), Alain Maloberti (Senior VP Network, Orange), Dr. Hermann 
Rodler (Managing Director, NSN Germany), Cornelia Rogall-Grothe 
(State Secretary, BMI – German ministry of the interior), Jacques 
Magen (Chairman of Celtic-Plus), and Wilhelm Dresselhaus (CEO of 
Alcatel-Lucent Germany).

http://news.stanford.edu/news/2014/april/neurogrid-boahen-engineering-042814.html 
http://news.stanford.edu/news/2014/april/neurogrid-boahen-engineering-042814.html 
http://news.stanford.edu/news/2014/april/neurogrid-boahen-engineering-042814.html 
http://www.softbank.jp/en/corp/group/sbm/news/press/2014/20140605_01/
http://www.softbank.jp/en/corp/group/sbm/news/press/2014/20140605_01/
http://www.celtic-plus.eu/Projects/Celtic-Plus-Projects/2011/SASER/saser-default.asp
http://www.celtic-plus.eu/Projects/Celtic-Plus-Projects/2011/SASER/saser-default.asp
http://www.celtic-plus.eu/Projects/Celtic-Plus-Projects/2011/SASER/saser-default.asp
http://www.celtic-plus.eu/Projects/Celtic-Plus-Projects/2011/SASER/saser-default.asp
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On 16 June 2014, the European Commission 
and the South Korean government signed an 
agreement in Seoul on a collaboration in devel-
oping 5G mobile technologies. Neelie Kroes, 
Vice-President of the European Commission for 
the Digital Agenda, and Mr Mun-Kee Choi, South 
Korea's Minister of Science, ICT and Future Plan-
ning, have agreed to work towards a global defini-
tion of 5G and to cooperate in 5G research. They 
also agreed on the need for harmonized radio 
spectrum to ensure global interoperability and on 
the preparation of global standards for 5G.

Both sides signed a Joint Declaration on Stra-
tegic Cooperation in Information Communica-
tions Technology (ICT) and 5G, agreeing to deep-
en discussions in the area of Net Futures 
(network and communications, 5G, cloud com-
puting), an element of on-going relations on ICT 
topics. Both sides will also work towards a coordi-
nated call for research project proposals, to be 
launched in 2016. An industry memorandum of 
understanding will be signed between the EU’s 
5G Infrastructure Association – whose members 
include Alcatel-Lucent, Atos, Deutsche Telekom, 
Ericsson, Nokia, Orange, Telecom Italia, Telenor 
and Telefonica – and South Korea’s 5G Forum.

Vice President @Neelie KroesEU said: "5G will 
become the new lifeblood of the digital economy 
and digital society once it is established. Both 
Europe and South Korea recognise this. This is 

5G agreement between the European Commission and South Korea

the first time ever that public authori-
ties have joined together in this way, 
with the support of private industry, 
to push forward the process of stan-
dardisation. Today’s declaration sig-
nals our commitment to being global 
digital leaders.”

5G is a new network technology 
and infrastructure that will bring the 
capacities needed to cope with the 
massive growth in the use of commu-
nication – especially wireless – tech-
nologies by humans and by ma-
chines. According to the EC, 5G won't 
just be faster, it will bring new func-
tionalities and applications with high 
social and economic value.

The two sides reaffirmed to 
strengthen the agreement of the No-
vember 2013 summit meeting, 
where both sides agreed on promoting R&D col-
laboration in the area of ICT. As a follow up, both 
sides decided to set up a Korea-EU ICT working 
group to prepare for ICT R&D cooperation as well 
as relevant policy discussions in the areas of 5G, 
Cloud and Internet of Things, and eventually to 
launch jointly funded R&D programmes in 2016-
2017.

http://europa.eu/rapid/press-release_IP-
14-680_en.htm

Mun-Kee Choi, South Korea's Minister of Science, ICT and Future Planning, and Neelie 
Kroes, EC Vice-President for the Digital Agenda, at the 5G signature ceremony in Seoul

http://europa.eu/rapid/press-release_IP-14-680_en.htm
http://europa.eu/rapid/press-release_IP-14-680_en.htm
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Hacker attacks have become more frequent 
and widespread in recent years. One of the 
main targets: weak passwords. Many pass-
words still do not even hold up against dic-
tionary attacks, despite corporate IT secu-
rity policies, user education, and password 
management software. Recently, some pe-
culiar suggestions for better password man-
agement focusing on the weakest link – the 
user – have emerged.

Popular passwords – especially among 
hackers

It is amazing that even 25 years after the launch 
of the World Wide Web, a significant number of 
users seem to be still largely ignorant to the perils 
awaiting them in the depths of the Internet. The 
top three passwords in 2013, according to pass-
word management company SplashData, were 
“123456”, “password”, and “12345678”. 

Their major merit is that they are easy to re-
member, which at the same time means easy to 
crack in split-seconds. The other seven pass-
words on the top ten list for 2013 are not particu-
larly imaginative either (quotation marks are not 
part of the password): 4. “qwerty", 5. “abc123” 
6. “123456789”, 7. “111111”, 8. “1234567”, 
9. “iloveyou” (it’s mutual – hackers love you 
too!), and 10. “adobe123”. 

So besides “iloveyou” and a few other simple 
groups of characters, the most popular method 
is to count from 1 to x; x depending on how long 
the password should be.

Looking at this list could make IT security ex-
perts despair about the carelessness of users. 
Nevertheless, some took it as a challenge and 
thought of novel ways for encouraging users to 
pick stronger passwords.

« L0$abP3#x?dbJw » 
 versus long pass phrases

The traditional way to safer passwords has been 
asking users to create passwords that contain a 
combination of letters, numbers, and special 
characters. While this method might lead to more 
secure passwords, it is at the same time not 

Milon Gupta
Eurescom
gupta@eurescom.eu

veloped by Russian physiologist Ivan Petrovich 
Pavlov. Unfortunately, the catchy reference to 
Pavlov is wrong. The essence of classical condi-
tioning, which Pavlov experimentally proved in 
experiments with dogs, is the combination of a 
conditioned stimulus, e.g., the sound of a bell, 
with an unconditioned, mostly neutral stimulus, 
e.g., the taste of food. After a couple of repeti-
tions, the conditioned stimulus will lead to a con-
ditional response, i.e. when the bell rings, the dog 
will salivate, even if there is no food.

What Mr James proposes is rather operant 
conditioning, made popular by the American psy-
chologist B. F. Skinner, which is based on rein-
forcement and punishment for changing behav-
iour. Thus, the correct term for his concept 
should be rather “Skinnerian password manage-
ment”. 

Simulating success for hackers

Another very different approach has been devel-
oped by Fraunhofer with its iMobileSitter applica-
tion for iPhone and Android for protecting master 
passwords of a secure password storage (http://
www.imobilesitter.com/index_en.php). Hackers 
are always “successful” and see the data in the 
storage, no matter what they enter as master 
password. The trick is that they only see the cor-
rect data if the password was correct. In all other 
cases the data is incorrect, but the hackers would 
not know. This makes it impossible for hackers to 
try different passwords until they are successful.

The cases above were only a few examples of 
some inventive methods to improve security in 
case of bad password behaviour of the users. 
Anybody with another creative solution for im-
proving passwords is invited to send it to mes-
sage@eurescom.eu – we will publish the best 
and most original proposals on the Eurescom 
Blog at https://blog.eurescom.eu.

highly popular with the average user, as only a 
brainiac could memorise randomly generated 
passwords like “L0$abP3#x?dbJw”. 

Thus, the University of Stanford has chosen a 
different approach, which offers users more flex-
ibility and tries to find a better balance between 
password complexity and usability. The Stanford 
policy gives students, faculty, and staff a choice: 
they can go either for short passwords, .e.g. eight 
characters, if their passwords contain a mix of 
upper- and lower-case letters, numbers, and sym-
bols. Or they can go for less complex but longer 
passcodes. 

From a length of 20 characters or more, pass-
words can contain any character type an end 
user wants, including all lower case. The Stan-
ford quick guide gives the following example: “or-
ange eagle key shoe”, which has 21 characters, 
including spaces, and is easier to remember 
than a randomly generated complex password.

Conditioning the users

A completely different approach has been pro-
posed by Lance James, head of Cyber Intelli-
gence at Deloitte & Touche. He believes that 
people can be programmed and wants to condi-
tion users towards a more disciplined behaviour 
in setting passwords. 

He gives the following example for setting an 
incentive for stronger passwords based on cost 
and time: A user enters the password 
“test123@#”. An algorithm in the password ad-
ministration system calculates the probable time 
for offline cracking of the password, in the ex-
ample case about 4.5 days. The user will then 
receive an automated confirmation of his pass-
word, which at the same time says that his pass-
word expires in 3 days. When the time is up, an 
automated mail will ask him to give a new pass-
word. 

In order to avoid the permanent annoyance of 
having to change his password every 3 days, the 
user might be triggered through this negative in-
centive to come up with a stronger password with 
a longer life time. 

Mr James calls this “Pavlovian password man-
agement” referring to classical conditioning de-

Security by conditioning
Creative approaches to safer password management
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